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ABSTRACT

Watermarking schemes are more and more robust to classical degradations. The NEC system developed by Cox,!
using both original and marked images, can detect the mark with a JPEG compression ratio of 30. Nevertheless
a very simple geometric attack done by the program Stirmark can remove the watermark. Most of the present
wartermarking schemes only map a mark on the image without geometric reference and therefore are not robust to
geometric transformation.

We present a scheme based on the modification of a collage map (issued from a fractal code used in fractal
compression). We add a mark introducing similarities in the image.

The embedding of the mark is done by selection of points of interest supporting blocks on which similarities are
hided. This selection is done by the Stephens-Harris detector. The similarity is embedded locally to be robust to
cropping.

Contrary to many schemes, the reference mark used for the detection comes from the marked image and thus un-

dergoes geometrical distortions. The detection of the mark is done by searching interest blocks and their similarities.
It does not use the original image and the robustness is guaranteed by a key.

Our first results show that the similarities-based watermarking is quite robust to geometric transformation such
as translations, rotations and cropping.
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1. INTRODUCTION
1.1. Definition

Watermaking consists in hiding a mark in an electronic document to certify the owner of the document. This
document can be audio, image or video. A watermark is needed in order to provide security in case of free diffusion.
Basically the embedded mark has to follow two strong constraints:

e invisible
e non-removable

If the first constraint is very sharp, the second one implies many conditions:

The mark had to be robust to image compression, quantization, D-A/A-D conversion, filtering (blurring or sharpen-
ing), and geometric transformations such as cropping, translation or rotation. It also implies that the mark must not
be removable by an “intelligent” attack (find the location of the mark and subtract it). Consequently if the method
is public, it has to use a cryptographic system for the embedding and the detection of the mark.

Further author information: (Send correspondence to P.B.)
P.B: E-mail: Patrick.BasQimag.fr; WWW: http://www-timc.imag.fr/ “bas/; Telephone: 33.4.76.54.94.84; Fax: 33.4.76.54.95.49
J.M.C.: E-mail: Jean-Marc.Chassery@imag.fr
F.D: E-mail: Franck.Davoine@hds.utc.fr



1.2. Previous Approaches

Classical embedding schemes consist in adding a mark in the spatial domain? or in a transform domain such as the
DCT coefficients,! the DFT coefficients,® the wavelets coefficients.* This mark depends on a key and consequently
is unique.
The detection step can be performed by two different ways: it can uses an original image or not. Using an original is
less practical and can improve piracy.® Classically a correlation is computed between the Reference Mark and the
coefficients of the image, the result is given examining a threshold (cf figl).

In such this scheme the Reference Mark is external. Its inflexibility and not flexible and can be a major drawback.
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Figure 1. Principle of a classical watermarking scheme: the detection is done using a Reference Mark.

In the case a scheme based on “spread spectrum technics” the detection of the mark can fail just by translating the
image of few pixels. It is one of the basic feature of Stirmark software developed by F. Petitcolas using geometric
distortions and filtering to defeat many watermarking schemes.®

1.3. Our Scheme

In our scheme the reference mark is inside the image. The link between the mark and the image is based on the
similarity concept. By this way if the image undergoes geometrical transformations (flipping, translations, rotations),
the embedded similarities are affected in the same way (cf fig2).
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Figure 2.
Similarity inside the image is not affected by geometrical transformations. Similarity will be used as a reference
mark

2. USING SIMILARITIES TO EMBED A MARK
2.1. Principle

Our watermarking scheme consists in hiding perfect similarities in the image. The embedding can be done in
the spatial domain or in frequencial domain (DCT®). Contrary to previous work,’ it does not use the fractal
decompressing step and permits to have a better image quality.

As in the fractal compression scheme, a set D of n Domain blocks {D;, Ds,...,D,} is extracted from the image.



Another set R of n Range blocks {Ry, Ra, ..., Rp} is associated to D. D is named as the Domain pool and R the
Range pool. A mark W; (1 < j < n) is embedded by adding a low dynamic version of D;. Thus the blocks W; and
D; are similar. The magnitude of W; is low in order to verify non visibility for the mark Wj.

The embedded mark W; and the marked bloc }éj are calculated as follows:

1%]- = Quant(R;) + W; + % where  Quant(R;) = mt(%) x 8 (2)

where D, is the mean of D;, « is a parameter coding the power of the embedding, s is a quantization step. .RA]'
represents the embedded blocs issued from similarity between D; and R;. The real § permits to cancel quantization
error during detection. The different steps of the insertion of the similarities are illustrated in figure3.
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Figure 3. Embedding of similarities.The two blocks R and D permit to create the marked block R.

2.2. Selection Of The Domain Pool

The creation of the Domain pool D is performed using the following criteria. The dynamic of D; blocks must be
important (an homogeneous block is always similar to another homogeneous block). Moreover a D; block has to
include geometric features of the image in order to be robust to geometrical transformations.

The proposed solution is based on the Stephen-Harris!'® corner and edge detector. This detector is a classical tool in
vision area.!! Tt is quite robust to rotations and translations (cf fig 4).

In a practical way, on each point I(z,y) of the image we calculate the matrix:

[ BoCuEy  #hetuwy
3zdy ®Gw(xay) oy ®Gw(x,y)

where G (z,y) is a gaussian window.
The selection criterion I, is the combination of the two rotational invariants of the matrix:

I. = Det(M) — kTrace(M)?

A thresholding achieves the selection of points of interest on which we will detect D; blocks. Fig 4 illustrates
such a detection.



Figure 4. Points of interest using the Stephen-Harris detector, the detector is quite robust to translations and
rotations.

2.3. Embedding Scheme

The embedding scheme need has to verify the following points:
e Be robust to cropping operations. The similarities must be embedded locally. In the proposed scheme, a

similarity is embedded in a 4B x 4B window (B represent a block). It is illustrated in figure 6

e Use a key to embed similarities and prevent piracy. The cryptographic system has not been yet developed.
The embedding scheme is composed of two steps (cf fig 5):

e Firstly the Domain pool is selected using the Stephen-Harris detector. Each point detected corresponds to a
block D; centered on it. A local window is associated to each block D; .

e Secondly, for each domain block the similarity is inserted in ONE of the 16 blocks of window (the position of
the embedded block is constant in the window). This is done using formulas (1) and (2). The marked image
is created.

The insertion of similarities can be developed in many transform domains. In our previous work’® the embedding was
performed in the DCT domain. Unfortunately the DCT coefficients are not invariant using geometric transformation
(i.e. the composition of the DCT block is totally changed). Therefore we decided to use representations which
preserve the spatial structure of the image. Thus we chose the identity transform (still spatial domain) and the
wavelet decomposition (which represents both spatial and frequential information).

2.4. Embedding in the spatial domain

Points of interest are detected on the whole image. The domain pool D is composed of 4 pixels blocks and the
window size is 16 x 16 pixels. Such choice is arbitrary and is mainly based on computational considerations.
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Figure 5. Summary of the embedding scheme: detection of the Domain pool and insertion of similarities




2.5. Embedding in the wavelet domain

In such scheme similarities are embedded in the LL (low resolution) subband of a wavelet decomposition. The level
of decomposition can be LL1 or LL2.

With the subband LL2 the embedded information is more concentrated in the low frequencies and thus more robust
to compression effects. The detection of interest points is performed in the spatial image and wavelet coefficients are
deduced from the position of pixels. The domain pool is composed of 4 x 4 LL coefficients block (corresponding to
8 x 8 or 16 x 16 pixels block i th e full image). We have used the Adelson filter-set'? for wavelet decomposition.
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Figure 6. The embedded similarity is locally embedded in a 4 x 4 block window.

2.6. Detection Scheme

The detection scheme does not use the original image. It is divided in two steps: detection and decision. Let us
detail each one of it.

2.6.1. detection

Firstly the Domain pool is constructed using the interest points detector. The Domain block is then generated.
Next the block W; is computed:

D, - D,

L = D = J—
W; = ax Dyn(D;) a*max(Dj—Dj) (3)

And for each block R; of the 4 x 4 window, the block W, is calculated:

W; = R; — (Quant(R;) + %) where Quant(R) = mt(?) X8 4)

Afterward using the root-mean-square criterion between two blocks, for each D; the most similar block R} is
retained.

2.6.2. decision

When a Range block R is detected, the number of detected blocks for the position ¢ is incremented. Once all R* had
been detected, the decision is taken examining the maximum of detected blocks for the 16 positions of the window.
This maximum is compared with a threshold T to determine if the mark is embedded in the image or not.



2.6.3. probability of false-alarm

The threshold T is calculated using the probability of false-alarm Py, (probability to detect a mark which does not
exits). We have constructed two arrays simulating different cases attached to two false-alarm values.

nb of Domain blocks | 20 | 40 | 60 | 80 | 100 | 120 | 140 | 160 | 180
T (P, = 1079) 7 [10]13]15] 17 | 20 | 22 | 24 | 27
T (P, =1079) 9 [12[15[ 18] 20 | 23 | 26 | 28 | 29

Tested Harris .
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Figure 7. Summary of the detection scheme.
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3. RESULTS AND PERSPECTIVES
3.1. Results

The watermarking and detection algorithm have been tested on lena 256 x 256. The size of blocks D; and R; is
4 x 4. In both spatial et wavelet domain parameters a = 20.0 and s = 40.0.

Fig 8 and fig 9 represent the different detections in the Spatial Domain. Two values are attached to each experiment.
The first one corresponds to the number of blocks of interests detected at the good location, the second the total
number of blocks of interests. They outline the faculty of our algorithm to be robust to basic geometric transforma-
tions and to cropping. However the scheme is still not enough robust to the filtering done by stirmark.

Fig 10 represents the embedding in the wavelet domain usind the LL2 subband. The mark is inserted in the whole
image and the scheme is quite resistant to Jpeg.

3.2. Perspectives and Future Work

We plan to improve our scheme adding few elements such as:

e improve the points of interest detector to be more robust to compression (use a low-frequency based detector).
e use a cryptographic scheme which is invariant to geometric transformations.

e develop a wavelet-based scheme which is robust to geometric transformations. At this time the quantization of
the block R forbids this point.

4. CONCLUSION

A new scheme has been proposed for image watermarking. The mark is self-generated by the image analysis. More
precisely it consists in detection of blocks similarities in a same way that one proposed in a fractal coding. Moreover,
in order or provide robustness to classical degradations, the location of the mark embedding is issued from a Harris
detector of zones of interest. Such scheme can be developed in spatial domain or in wavelet decomposition scheme.
First results are very promising and in perspectives cryptography will be included and more efforts will be devoted
to multiresolution representation mode.
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Figure 8. Results with the spatial embedding scheme. The first number represents the number of domain blocks,

the second the number of detected blocks at the same location. Because this number is greater than the threshold
T, the mark can be detected.
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Figure 9. Results with the spatial embedding scheme. Our algorithm is robust to geometric transformations as
cropping and rotations but is not enough robust to filtering (stirmark)
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Figure 10. Results with the wavelet based scheme. It is not robust to geometric transformations but it is quite
robust to compression (JPEG).



