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ABSTRACT: This paper deals with a process of subjective evaluation to collect imprecise and uncertain ex-
perts’ opinions with fuzzy numbers as possibility distributions. These opinions are aggregated in the frame-

work of possibility theory. The risk graph logic is translated in a fuzzy inference system in order to compute
SIL level. Aggregation of opinions is shown in different cases and the SIL allocation process is applied to an

example found in the standard.

1 INTRODUCTION

The current society requirements impose that the in-
dustrial facilities present less possible risks during
their use. The definition of the risk is found in vari-
ous standards IEC61508 (IEC 1998), ISO 12100-1
(ISO 2003), ISO 14121 (1SO 1999). It is a combina-
tion of the occurrence probability of harm and its
gravity. If we wish to reduce the risk, it is during the
design step that we have to integrate the elements
necessary to the reliability of the installations. Two
approaches allow this risk reduction: prevention by
minimizing the occurrence probability; protection by
limiting the consequences of a malfunction.

To reduce the occurrence probability of the risk, the
Safety Instrumented Systems (SIS) are used to fulfil
Safety Instrumented Functions (SIF) whose goal is
the monitoring of parameters during operation and
the implementation of actions to put the system in a
safe state when some dangerous operating condi-
tions were encountered. To design these SISs, two
standards are used: ANSI/ISA S84.01-1996 (ISA
1996) and the IEC 61508. These two standards are
based on the evaluation of the necessary risk reduc-
tion to reach an acceptable level of risk. After a pre-
liminary analysis of risks and a quantitative evalua-
tion of the probability of occurrence of the identified
risks, we need to evaluate the necessary risk reduc-
tion according to a required Safety Integrity Level
(SIL). The IEC 61508 frames these steps and pro-
poses the risk graph method or the risk matrix to al-
locate the level of SIL. This allocation is carried out
by experts’ opinions based on a combination of de-
scriptive parameters of the risk.

In this paper, we propose a process of subjective
evaluation to collect imprecise and uncertain ex-
perts’ opinions in the particular framework of possi-
bility theory. Possibility distributions are thought to

better reflect imprecision pervading expert judg-
ment. They are weak substitutes to unreachable sub-
jective probabilities (Sandri 1995). The main goal is
to manage the imprecision and uncertainty in a SIL
allocation process. Section 2 shows some basic ele-
ments of SIL allocation process. We discuss about
qualitative methods and relations between the differ-
ent approaches of risk evaluation and the natural
subjectivity in expert judgements. In section 3, we
show how to collect imprecise and uncertain ex-
perts’ opinions in the framework of possibility the-
ory with fuzzy numbers and how to adapt the ques-
tionnaire accordingly. Some examples are provided
to show the behaviour of the adopted principle of
aggregation. Section 4 details the fuzzy risk graph
obtained by a fuzzy inference system. Section 5 is
devoted to an application found in IEC61508.

2 SIL ALLOCATION SCHEME

In this section, we describe the general scheme to
achieve the allocation of safety of a system in order
to warrant the conformity to the safety standards
ANSI/ISA S84.01-1996 (ISA 1996) and IEC 61508
(IEC 1998). Then, we present various qualitative and
quantitative methods used for the allocation of SIL.
We discuss about the relation between these various
methods. The imprecision and uncertainty in ex-
perts’ opinion is pointed out.

2.1 Safety Instrumented Systems (SIS)

A SIS is a system that aims to put a process in a safe
state (i.e. a stable state that does not present a risk
for the environment or people), when the process in-
volves in a real risk situation (explosion, fire...).

A SIS is composed of three parts:



— A sensor part dedicated to verify the drift of a pa-
rameter (pressure, temperature...) towards a dan-
gerous state.

— A logic unit dedicated to collect the signal com-
ing from the sensor, its treatment and to compute
the actuator input.

— An actuator part to put the process in a safe state
and to maintain it.

The average probability of failure on demand of a

SIS is determined by computation of the average

probabilities of failure of its components. These

probabilities depend on the repair and failure rates of
the components, on the factors of common cause ...

2.2 Conformity to standards ANSI/ISA S84.01-1996
and IEC 61508

ANSI/ISA S84.01-1996 and IEC 61508 lay down

the requirements related to the specification, the de-

sign, the installation, the exploitation and the main-

tenance of a SIS, in order to have higher confidence

in its capacity to bring and/or to maintain the process

in a safe state. The basic steps to warrant the con-

formity to these two safety standards are:

1 Establish a target of safety (acceptable risk) of the
system and evaluate the existing risk.

2 ldentify the require safety functions and assign
them to the protection levels.

3 Determine if the safety instrumented function is
required.

4 Implement the safety instrumented function in a
SIS and determine the SIL of the SIS.

5 Check that the SIS reaches the required safety le-
vel.

Table 1 gives safety integrity level of a SIS accord-

ing to the value of its average probability of fail-

ure PFD,,, and its solicitation frequency.

Solicitation Low Demand High Demand
SIL PFDavg failures/hour

4 10°< PFD,,, <10 10°<N <107

3 10%< PFD,,q <10° 10°< N <107

2 10°< PFD,,q <10° 107< N <10°

1 10%< PFDgq <107 10%< N <10°

Table 1:; Definition of SIL according to the IEC 61508

2.3 Methods for SIL determination

The determination of the SIL of a SIS can be ob-

tained by various methods:

1 Qualitative methods (ISA 1996, Bhimavarapu
1997): they determine the level of SIL starting
from the knowledge of the risks associated to the
system.

2 Semi-quantitative methods (ISA 1996, Bhimava-
rapu 1997): The most widespread method is the
matrix of risk. This matrix gives the level of SIL
according to the gravity of the risk and the fre-
quency of occurrence.

3 Quantitative methods (Stavrianidis 1998, Bhi-
mavarapu 1997, ISA 2002): They compute the
availability of a SIS starting from the failure rate
and the repair rate of their components. The most
widespread methods are:

— Simplified equations;

— Fault Trees;

— Markovian approaches.

2.4 Risk evaluation

In the majority of risk evaluation methods, we find
two attributes: The probability of occurrence and the
gravity. They can be evaluated either in a direct
manner, i.e. they are the input attributes of the
method, or in an indirect manner, i.e. according to
other attributes. For example, the probability of oc-
currence is a function of the probability of occur-
rence of the dangerous event, of the frequency of
exposure of people and the possibility of avoidance.
Thus, the risk is defined by two attributes, which can
be divided to improve the evaluation of the danger-
ous situations. It should be noted that certain situa-
tions could require a more complex description.
When the evaluation of the descriptive criteria of
risk is obtained, the level of risk is determined by
methods like risk matrices, risk graphs (IEC 1998)
(which can be viewed like a risk matrix), numerical
functions (ISSA 1998) and hybrid methods combin-
ing several of the previously quoted ones.
Nevertheless, if a risk matrix is suitable to represent
a relation between two input attributes and one out-
put attribute, it becomes difficult to introduce more
inputs (Figure 1).
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The risk graph allows a better representation with a
greater number of input attributes (Figure 2).

At last, the numerical functions are useful when the
number of attributes or values describing each risk
parameter is important. For example, a method
quoted in (Pilz 1999) uses the following formula to
obtain the risk level:

R = NP*LO*FE *DPH 1)
With:



— NP : Number of persons exposed,

— LO : Likelihood of occurrence,

— FR: Frequency of exposure to the hazard,
— DPH : Degree of possible harm

Gravity Exposure Probability Avoidance

_______________________________

Risk level

I I i
_ Stat o I I I
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| I "
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Figure 2: Example of risk graph used by IRSST

As previously mentioned, it is also possible to trans-
late the risk graph (Figure 2) in a corresponding risk
matrix (Figure 3).

Probability 1 Probability 2 Probability 3
Avoidance 1| Avoidance 2/Avoidance 1|Avoidance 2|Avoidance 1|Avoidance 2
Exposure 1 0 0 0 0 1 1
Gravity1
Exposure 2 0 0 0 0 1 1
§ Exposure 1 1 1 1 2 2 3
Gravity 2
Exposure 2 2 3 3 4 4 5

Figure 3: Equivalent risk matrix

The SIL level evaluation of a SIS is based on the
risk evaluation. In IEC61508, the risk graph on Fig-
ure 4 is proposed. As we can see, this graph is closed
to the one on Figure 2

Wi W, W3

Ca » | a
1 a
Starting point for 2 1 a
risk reduction
estimation
3 2 1
4 3 2
b 4 3

C = Consequence risk parameter .
- - - = No safety requirements
F = Frequency and exposure time risk parameter
P = Probability of the unwanted occurence

W = Possibility of failling to avoid hazard risk parameter| b = A single E/E/PES is not sufficient

1,2, 3, 4 = Saftey integrity level

Figure 4: Risk graph in IEC 61508 for SIL allocation

a = No special safety requirements

The main difference between the general risk graph
(Figure 2) and the IEC61508 risk graph is the output
variable that directly characterizes the SIL allocation
level for the SIS (SILe{,2,34}). This level corre-

sponds to the necessary risk reduction that the SIS
embedding the SIF should reach. Level a indicates
that a SIF is not necessary and level b represents the
situation where a SIF is not sufficient to ensure the
risk reduction.

2.5 The use of experts’ opinions

As explained previously, the different risk evalua-
tion methods are based on the same concepts of
gravity and occurrence with a more or less fine de-
scription of the risk parameters. These descriptions
can be qualitative or quantitative. When the feed-
back is not sufficient, the experts’ job is to estimate
the quantitative values.

In the case of the graph where the description of the
risk is rather accurate and according to the
IEC61508, the expert must estimate the values of the
4 parameters to allocate the SIL level. Let us note
that the use of the other methods is equivalent as we
mentioned in the previous section. These four pa-
rameters give a significant granularity of the risk and
represent the key factors of the risk evaluation.

In practice, the estimate of the risk parameters by
only one expert is not suitable. The possibility to use
a great number of experts sounds unrealistic. In ad-
dition, the expert opinions about the risk parameters
are necessarily imprecise and uncertain since they
are subjective (Sandri 1995, Hsul996, Lee 2002).
Then, it is relevant to capture these imperfections to
use the most of information from the expert opinions
to achieve the SIL level evaluation more certainly
and to help searching a consensus between the ex-
perts. For this purpose, we propose to use the formal
framework of possibility theory and fuzzy set theory
that can be found in (Dubois 1997, Sandri 1995,
Zadeh 1965, Ayyub 2001). Thus, we adapt the usual
steps of risk estimation and the SIL allocation proc-
ess. Note that other frameworks with different basic
axioms like subjective probability (Bedford 2001),
Evidence theory (Smets 1992) can be used.

3 COLLECTING THE EXPERTS’ OPINIONS

To use imprecise and uncertain experts’ opinions,
we should realise a relevant collecting process. If we
consider the risk graph on Figure 4, each expert
must evaluate the four parameters (C, F, P and W).
When an ordinal scale is proposed, a loss of dynam-
ics in the opinion is encountered because the expert
intuitively connects his evaluation to the conse-
quence. In addition, a single value does not represent
a subjective evaluation. The expert often prefers the
use of an interval (Sandri 1995). Moreover, a single
value does not allow to obtain easily a natural con-
sensus between experts’ opinions. With single val-
ues for opinion, the consensus is generally obtained
with an average or a weighted average, which is not
a suitable solution. Intervals help finding a natural
consensus between opinions. For these reasons, it is
more relevant to change the scales. The goal is to al-



low the experts to express their fuzzy perception of
the parameters. Of course, the questionnaires must
be well prepared to obtain imprecise and uncertain
experts’ opinions.

3.1 Rating scale

The usual practice in capturing opinions based on a
strict taxonomy is the check box form (Figure 5). In
this case, the expert as well as the designer of a
questionnaire can encountered several difficulties. If
a strict taxonomy is used, the expert can only ex-
press his uncertain and imprecise perception by
checking two boxes at least. This situation is diffi-
cult to handle in the risk graph because it shifts the
decision problem directly on the conclusion space
(level of SIL). If the expert does not want to use this
technique, he should think about the relation be-
tween the parameter and the potential decision. This
is not a suitable evaluation process. Finally, the
questionnaire designer should pay attention to the
taxonomy used. It must give a sufficient dynamic
and prevents the status quo. The element of the form
on Figure 5 is a solution usually suggested (even
number of checkboxes for instance 4).

[ I R N N

Minor Low Medium  High
Figure 5: Usual form

The works on subjective evaluation brings a solution
to these problems (Sandri 1995, Zadeh 1965). Rather
than evaluating the risk parameters on a digital scale
of values, which can involve a distortion particularly
at the ends, a continuous axis, calibrated by nouns
and bounded by antagonistic qualifiers can be used
as shown in Figure 6.

| | |
! | N

Minor Low Medium  High
Figure 6: Continuous rating scale

3.2 Subjective evaluation of the risk parameters

In order to allow the experts to express their impre-
cise perception of the risk graph parameters, we pro-
pose the use of a rating scale of each parameter like
the one shown on Figure 7. To collect suitable
evaluations, we propose the use of trapezoidal fuzzy
numbers extensively used in works around fuzzy de-
cision-making based on experts' judgements (Sandri
1995, Hsu 199-, Lee 2002). Each expert gives his
imprecise judgement by a possibility distribution de-
fining the degree with which each value of the pa-
rameter universe can be the true value. A possibility

distribution can be considered as nested interval. For
simplicity, the expert is invited to define two nested
intervals. The broadest interval (the support, Figure
7) corresponds to the subset of the axis of evaluation
beyond which the expert is certain that the actual
value cannot be. The narrowest interval defines the
kernel and corresponds to the subset of the evalua-
tion axis on which the expert thinks that the actual
value has the strongest possibility to be.

Let us give an evaluation example for the conse-
quence C. The linguistic variables used are given by
(see Figure 4):

— Minor: minor harm.

— Low: serious harm affecting one or more persons.
— Medium: Death of several people.

— High: Several killed people.

The same analysis step is carried out on parameters
F,Pand W.

t Kernel

1

Consequence
1 1 ]
° 1 1 1
Medium High

Minor Low

Support
Figure 7: Fuzzy evaluation of the consequence

3.3 Calibration

Each expert evaluates situations according to his
perception, experience, and knowledge. The evalua-
tion context may deteriorate its judgment. Thus, it is
necessary to calibrate each expert. The calibration
process is usual. The goal is to test the expert with
perfectly known situations in order to evaluate the
relevance of his opinions. In our case, the calibration
function must be continuous according to possibility
distributions. This benchmark of the expert allows
establishing a functional relationg between the im-
precise expert’s opinions and the risk parameters of
the known situations. We obtain calibration func-
tions for each couple expert/parameter, which is
used to modify the opinion of the expert in a real
situation.
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Figure 8: Calibration function



Figure 8 shows a calibration function and it explains
how an imprecise opinion of parameter e, Can be

translated in a corrected opinionz, . .

3.4 Aggregation of the opinions

For each experte;, we have a set of opinions given
as possibility distributions z, . where c; is the risk

parameteri e {C,P,F,w }. For each expert, we can take
into account his expertise level w; <[01] in the
evaluation of each parameterc; .

Within the possibility framework, several aggrega-
tion operators are possible (Sandri 1995). The first is
the conjunctive operator. It is used when all experts
are considered as reliable. It corresponds to the in-
tersection of the opinions. This operator is very sen-
sitive to unmatched opinions. In a perfect world, this
situation should not be encountered. When we con-
sider that in a group of experts an unknown one is
unreliable, we use the disjunctive operator. It corre-
sponds to the union of the evaluations. This operator
can lead to non-informative results (Hsu 1996).
Some other operators exist, read (Sandri 1995,
Voisin 2001) for more information.

In our example, we try to aggregate opinions by tak-
ing account of the experience feedback available
from each expert with the four risk parameters.
Thus, the aggregation of opinions is carried out for
each parameter according to experts’ knowledge.
The expertise level of an expert modifies the possi-
bility distribution, which represents its opinion « by
the following relation:

”gi,cj = max(;réi < d— Wij) (2)

Thus, if the expert is certainw; =1 about his evalua-

tion then its opinion is not modified. When the ex-
pert is less certaino<w; <1, a level of uncertainty

modifies the evaluation. It corresponds to the possi-
bility that the true value is any value of the reference
frame. Finally, if the expert is completely uncer-
tainw; =0 then we obtain a possibility distribution

equal to 1. This distribution represents complete ig-
norance of the expert due to a lack of confidence.
This expertise level is a priori defined by the expert
himself in relation with the application area. How-
ever, it is possible to design other adjustment proc-
esses, in particular with a supervisor who defines a
weight according to the expert credibility (Hsu 1996,
Lee 2002).

Finally, the resulting distributions of experts’ opin-
ions considered as reliable are aggregated according

to the following conjunctive rule proposed by Sandri
(1995):

e, = ngi n(ﬂgi'cj) 3)

In the case of disagreement between experts’ opin-
ions, (3) cannot be normalized, i.e. supzr, <1.1In this

case, we apply the normalization rule in order to
keep a possibility distribution:

ﬂ'éj =T¢, + (1— Sup(ﬂcj )) 4

This normalization expresses an uncertainty due to
experts’ disagreement. The following examples
show how the opinions given by two experts on a
parameter are aggregated in different cases.

1% case:

TT
1 4 Expert 1
0 e a
Mgor Low High very high
A
1]
Result
o } } -
Minor Low High Very high

In this example, we considered that the two experts
are certain about their opinion. They agree and it is
translated by a common intersection between their
possibility distributions for the parameter values.
The resulting distribution is more precise and con-
centrates more information (Sandri 1995).

2" case: the opinion of the first expert has de-

creased.

T A
Minor Low High

H Expert 1

0 t F— —E—
Minor Low High Very High

In this example, the two experts do not agree com-
pletely. Thus, the kernel of their opinions is lower
than the one in the 1* case. In shaded gray line, we
see the not normalized aggregation distribution,
which shows the opinion conflict. The result in black
line after normalization shows uncertainty due to the
conflict between the opinions. The resulting kernel
is large, the natural agreement between experts is
high, and the uncertainty value ¢ is low.

Very High

= Result




3" case: Opinion of expert 1 decreases
.4 Expert1

Very high

o ! A L

Minor Low High Very High
In this example, the disagreement between the ex-
perts’ opinions is more important. The kernels of the
distributions are largely dissociated. There is an im-
portant conflict between the experts, which reveals a
significant uncertainty in the common opinion about
the risk parameter.
Now, let us consider the three previous examples.
This time the experts do not have the same level of
certainty about their evaluation. First expert is un-
certain while the second is a trustful expert.
1% case: expert 1 opinion is in dotted gray line.
Black line is the possibility distribution of his opin-
ion taking into account his expertise level (see
eqg. 2).
TA Expert 1

WlJ o ‘L —
[ )
[ )
[ )
o] Il 2] [}
Minor Low High Very High
TA
1
Result /\_\
0 e
Minor Low ngh Very ngh

The resulting distribution shows that more informa-
tion is used from the trustful expert.
In both other cases, we obtain the following results:

T A

A
2nd case f:\
0

Minor ngh Very ngh
T A
1
3rd case / \
0 | l \ -
T 1 1 -
Minor Low High Very High

As we can see, the opinion of the trustful expert is
preferably used, but when experts completely dis-
agree, the uncertainty grows.

This evaluation technique allows to collect an
evaluation of each basic parameter of the risk graph.
All evaluations take account the imprecise percep-

tion and the confidence of each expert and their level
of expertise as well as the uncertainty related to the
disagreement of opinions. Finally, the evaluation of
each parameter can be combined according to graph
of risk logic or the risk matrix logic.

4 FUZZY RISK GRAPH

The risk graph according to the structure given on
Figure 4 does not allow the use of the aggregated
experts’ opinions as possibility distributions. It is
necessary to define a system that reproduces the
graph risk logic by taking into account the possibil-
ity distributions provided by the experts. A fuzzy in-
ference system offers this possibility and Ormos has
proposed a system based on the propositional model
of Mamdani (Ormos 2004). This work is based on
the same concept.

4.1 Fuzzy partition and fuzzyfication

To use the fuzzy inference system, we must define
the fuzzy partitions of each parameters of risk (Fig-
ure 4) in the corresponding scales provided to the
experts (Bowles 1995). These fuzzy partitions allow
the computation of the compatibility between the
experts’ opinions and the concepts characterized by
the linguistic terms of the reference scales (Dubois
1997). Each partition was elaborate based on a sta-
tistical analysis of the perception of the values on the
reference scales by a sampled population (Figure 9).
Each partition respects the constraintzk u =1. The

compatibility of the aggregated opinions with the
fuzzy partitions is measured by the min operator in
order to determine the value of the premises of the
fuzzy inference rules.

lF
1 Medium High

\

Hp _ wh
1 [Medium High 1 Low Medium High

A

0 > 0

Figure 9: Partitions of evaluation scales.

4.2 Fuzzy inference system

The risk graph logic connects the descriptors of risk
parameters (linguistic terms) and those of the con-
clusion (level of risk or SIL). The fuzzy inference
system establishes this relation between inputs fuzzy
variables and the output, based on conjunctive (T-
norms) and disjunctive operators (T-conorms) (Du-



bois 1996). In the case of binary logic, these opera-
tors are clearly defined. In the case of fuzzy logic,
the definition of these operators is not unique (Zadeh
1965). In the literature, we find the min/max opera-
tors, the product/probabilistic sum ... The min/max
operator has the advantage of simplicity during
computation, but it exhibits one variable. The prod-
uct/probabilistic sum operator is more complex to
compute but takes the values of the two variables
into account. In this work the product/probabilistic
sum operator is used.

The fuzzy inference system translating the risk graph
suggested by IEC61508 standard (Figure 4) is struc-
tured like a set of ‘IF THEN’ rules as shown on Fig-

ure 10.

1.1 (C is Mineur| and F i Mineur) and [P i Mineur and Divis Minewr) then CSIL i SIL10(1)
21T (2 15 MIRELE] SHc IF 13 Mnedr and [P Mireun snd DS Fablelthen C2IL B 3IL1101)

3. 1f (iZ is Mineur| @nd F s Mineur) and [P = Mirewn)) @nd Wis Moyen) then (SILi= S [1)
4.1 (1 iz Mireur| and F i Mineur) and [Pis Mineun) end Wiz Elevs) then (S0 iz SIL1 (1)

5. 11 165 ie Miraur| snd F iz Mineur) snd [P s Tres_taide)snd (W ie Minaur) tben 051 iz SIL1 01

G.If (" is Mineur| ancl F is Mineur) and [P is Tres_taideland (W is Faibie] then (SIL is SL11C1)
7. 1f (C s Mineur| and F iz Mineur) and [P is Tres_taible)and (W is Moven) then (5L is SIL1) (1
3. 1f (Cie Mineur| and (F is Mineur) and [P is Tres_taide)and (W is Beve) then (SL is SIL1301)
9. 110 |= Mineur| andl F 5 Miheur) and [P s Falble) and 07 E Mneurithen (3L E SIL1101)

10, 1 (2 1= hineLr) and (F 1= minewr) and (F 13 Fakig) and 0wy ls FEibig) then (3IL 15 SILTI )

1. 0 ¢S IS hineL) and 0F 1= Mineur) and (F 13 Fakie] and v s kioyen hen cS0 s 501901
12. i (< isMincur) ond (Fiz Mincur) and (F iz Fable) ond (Y iz Elorci then (3L = 3L ¢ )
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Figure 10: Fuzzy inference system

This inference is based on the modus ponens princi-
ple, i.e. the compatibility evaluation between the ag-
gregate opinions of the experts and the fuzzy parti-
tions of the inputs (premises) gives the firing
magnitude of each rule.

4.3 Output fuzzy partition and defuzzyfication

According to the risk graph and the reference scale
of the output, two kind of fuzzy partitions are possi-
ble. The SIL levels define an ordinal scale from the
set {a, SIL1, SIL2, SIL3, SIL4, b}. Then, the fuzzy
partition can be a set of scalar proposition. However,
the SIL levels refer to a continuous scale of prob-
ability, which corresponds to the risk reduction. In
this case, the fuzzy partition corresponds to the in-
tervals of probability as defined in Table 1. In this
paper, we prefer the use of a continuous scale to bet-
ter understand the impact of imprecision and uncer-
tainty of experts’ opinions.

A decision can be obtained by the defuzzyfication
operation. Several methods exist (Zadeh 1965), the
centre of gravity is privileged in a research of con-
sensus on a continuous scale. The method of the
maximum is preferred in the case of an ordinal scale.
Collecting imprecise and uncertain experts’ opinions
must lead to a decision process that takes these im-
perfections on the conclusion into account. Of
course, there is much chance that the proposed risk
reduction covers many SIL levels, and cannot be
used directly. The goal of the defuzzyfication step is
to give a level of risk reduction translated in SIL.

However, a natural agreement between experts’
opinions should be searched by a supervisor during a
discussion meeting. The goal is to obtain a change in
experts’ opinions to obtain just one SIL level with a
high confidence (no uncertainty).

5 APPLICATION

Let us consider an example from the standard (ISA
2002). A process composed of a pressurized vessel
containing volatile flammable liquid (see Figure 11)
can reject material in the environment. The accept-
able risk is defined has an average level of gas rejec-
tion less than 10™“/year. An HAZOP analysis has
shown that the current protection systems (alarm and
protection layers) are insufficient to warrant the risk
level. Our goal is to determine the SIL level of a
safety integrated function that allows to reach the
acceptable level of risk. This determination is based

Cj PT: capteur de pression &

Réservoir

Figure 11: Vessel under pressure

Below are data about the taxonomy of risk parame-
ters used in our work (IEC 1998):
— Significance of the membership functions of the
consequence C:
— Low : minor harm
Medium: serious harm affecting one or more
persons
— High: Death of several people
— Very High: Several killed people
— Significance of the membership functions of the
exposure frequency in a dangerous area (F):
— Medium: exposure from rare to frequent in a
dangerous area
— High: exposure from frequent to permanent in a
dangerous zone
— Significance of the membership functions of the
possibility to avoid the dangerous events (P):
— Medium: Possible under some conditions
— High: Almost impossible
— Significance of the membership functions of the
not desired occurrence probability (W):
— Low: A very weak probability that undesired
events occur or only some undesired occur-
rences is probable



— Medium: A weak probability that undesired
events occur or only some undesired occur-
rences is probable

— High: A high probability that undesired events
occur or it is probable that undesired events
frequently occur.

According to this glossary, each expert defines for
each risk parameter the possibility distribution cor-
responding to his opinion. The experts’ opinions are
aggregated according to the method previously de-
fined.

According to the fuzzy inference system described
in the previous section, a potential risk reduction (or
SIL) level distribution is obtained. The output distri-
bution is defuzzyfied to obtain a scalar value that
represents the risk reduction factor or the SIL level.
The main contribution of the suggested aggregation
method is to get a risk reduction distribution accord-
ing to the different risk parameters by taking account
imprecision, uncertainty and disagreement in ex-
perts’ opinions. The SIL level value obtained is only
an index satisfying the standard that works with nu-
merical value for the SIL. As mentioned before, it is
of better interest to work with the distribution of the
risk reduction computed by the fuzzy inference sys-
tem. The experts’ supervisor should use this distri-
bution to manage the discussion meeting. The goal is
to help experts defining better opinions in order to
obtain only one SIL proposition that corresponds to
a confident proposition from imprecise and uncer-
tain opinions.

6 CONCLUSION

In this paper, we have proposed a qualitative method
of SIL allocation using a fuzzy risk graph and a sys-
tem of subjective evaluation to collect imprecise and
uncertain experts’ opinions. An aggregation process
of experts’ opinions based on the possibility theory
has been proposed. We show the relation between
the risk matrix and the risk graph allowing the appli-
cability of the method. One of the interests of this
method is the use of a collecting technique of opin-
ions that allows each expert to use his own reference
scale where he can express the imprecision and un-
certainty of his perception of the risk parameters.
This approach has been applied to an example found
in the standards. However, it is an open approach,
which can be adapted to different application area
where new risk parameters can be introduced.

This method has the advantage to collect imprecise
and uncertain opinions and we can show the effect
of these characteristics on the decision. Future works

are now directed to tools for managing the discus-
sion meeting.
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