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Observers based synchronization and input recovery for

a class of nonlinear chaotic models.

Ob s ervers b as ed s y n ch ron ization an d in p u t recovery for a clas s of n on lin ear ch aotic m odels .

Estelle Ch errier * , † , M o h a m ed Bo u ta y eb † , a n d J o sé Ra g o t *

I. INTRODUCTION

In th is p ap er, we p rop os e a n ew way to en c ryp t, s en d an d d ec ryp t a m es s ag e, b as ed on th e fu n d am en tal p rop erties of c h aotic s ig n als . Th is ap p roac h u s es an ob s erver-b as ed s c h em e to en s u re th e s yn c h ron iz ation of th e rec eiver with th e tran s m itter: th is is p erform ed with a fi rs t c h aotic s ig n al s en t b y th e tran s m itter. Th en we d evelop a n ew en c ryption m eth od , wh ic h c on s is ts of a k in d of m od u lation of th e freq u en c y of a s ec on d c h aotic s ig n al g en erated b y th e tran s m itter: th e c h aotic waveform is s en t with a d elay wh ic h d ep en d s on th e in form ation to en c ryp t. At th e rec eiver, th e m es s ag e is rec overed b y es tim atin g th e d elay wh ic h affec ts th e s ec on d c h aotic s ig n al, c om p ared with th e c orres p on d in g s ig n al es tim ated at th e s yn c h ron iz ation s tep .

A s tan d ard c om m u n ic ation s c h em e c on s is ts of th e ad d ition of an in form ation s ig n al to a ran d om c arrier at th e tran s m itter. Th e m es s ag e is th en rec overed at th e rec eiver. To realiz e th is p roc es s , th e rec eiver n eed s to k n ow ex ac tly th e ran d om c arrier to s u b trac t it from th e tran s m itted s ig n al, th u s s im p ly ob tain in g th e in form ation s ig n al. In th e c as e of a p s eu d oran d om s eq u en c e g en erated as th e c arrier, th e rec eiver m u s t k n ow ex ac tly th e in itial c on d ition s of th e tran s m itter.

Ch aotic s ig n als rep res en t an altern ative to th is is s u e. In d eed , th e work of Pec ora an d Carroll [START_REF] Pecora | Synchronization in chaotic systems[END_REF] h as op en ed th e fi eld of s yn c h ron iz ation of c h aotic s ys tem s . Th ey s h owed th at two id en tic al c h aotic s ys tem s , s tartin g with d ifferen t in itial c on d ition s , even tu ally s yn c h ron iz e, p rovid ed th at th ey are c ou p led ac c ord in g to th e drive-res p o n s e p rin c ip le. Th is p ion eerin g work in s p ired th e id ea of u s in g c h aotic s ys tem s for c om m u n ic ation s [START_REF] Carroll | Synchronizing chaotic circuits[END_REF], [START_REF] Kocarev | Ex perimental demonstration of secure communications via chaotic synchronization[END_REF], [START_REF] Cuomo | Synchronization of Lorenz-based chaotic circuits with applications to communications[END_REF]. Th e m ain ad van tag e of u s in g c h aotic s ig n als as c arrier waveform s to tran s m it th e m es s ag e in s tead of c las s ic al ran d om or s in u s oid al c arriers relies on th eir p rop erty of s yn c h ron iz ation : two c h aotic s ystem s c an s yn c h ron iz e with ou t tran s m ittin g an y in form ation ab ou t th e in itial c on d ition s of th e tran s m itter, wh ic h m ak es th em attrac tive from a s ec u rity p oin t of view.

Th e p oin t h ere is to fi n d an effi c ien t (an d s ec u re) way to in jec t (or h id e) th e m es s ag e in to th e tran s m itter (s ee [START_REF] Kolumbán | The role of rynchronization in digital communications using chaos -Part I : fundamentals of digital communications[END_REF], [START_REF]The role of rynchronization in digital communications using chaos -Part II : chaotic modulation and chaotic synchronization[END_REF] for an overview on d ig ital c om m u n ic ation s ). S everal s c h em es h ave b een es tab lis h ed in ord er to tran s m it a m es s ag e in a s ec u re way. Th e m ain d ifferen c e in th es e d es ig n s lies in th e m eth od s for h id in g or in jec tin g th e m es s ag e at th e tran s m itter, an d rec overin g it at th e rec eiver. Am on g th es e s c h em es , th e m os t im p ortan t are th e followin g [START_REF] Hasler | Engineering chaos for encryption and broadband communication[END_REF], [8 ].

• C ha o tic ma s k in g [START_REF] Lian | Synchronization with message embedded for generalized lorenz chaotic circuits and its error analysis[END_REF]: th e in form ation s ig n al is ad d ed to b as ed on th e th eory of im p u ls ive d ifferen tial eq u ation s ; [1 8 ] p rop os es a m od u lation m eth od with a n on lin ear fi lter at th e rec eiver; th e c h aotic c arrier is m od u lated with an ap p rop riately c h os en s c alar s ig n al in [1 9 ]; s om e ob s erverb as ed s c h em es are d es ig n ed in [START_REF] Liao | An observer-based approach for chaotic synchronization with applications to secure communications[END_REF], [START_REF] Darouach | Generalized statespace observers for chaotic synchronization and secure sommunication[END_REF], [START_REF] Millerioux | Global chaos synchronization and robust fi ltering in noisy contex t[END_REF] . . . However, th es e s c h em es are n ot often an alyz ed from a s ec u rity p oin t of view, th u s s om e attac k s are p os s ib le, as in [START_REF] Alvarez | Cryptographic req uirements for chaotic secure communications[END_REF].

In contrast to these approaches, we a completely new (to our knowledge) method to transmit the message by sending two chaotic signals: one for the synchronization, and the second for the encryption. The chaotic transmitter is a new chaotic system, chosen for its noise-like trajectories. Furthermore, a parameter of the transmitter can be chosen as the key of our cryptosystem, which can guarantee a good level of security.

This paper is organized as follows. Section II details the different parts in the design of a cryptosystem: choice of the chaotic transmitter (section II-A), the synchronization problem (section II-B) and the encryption-decryption method (section II-C). The efficiency of our cryptosystem is tested in section III through the encryption, the transmission and the recovery of a picture, in simulations using Matlab. Section IV ends this paper with a study of the security of the proposed cryptosystem.

II. DESIGN OF A NEW CRYPTOSYSTEM

A. T he transmitter: a new chaotic system

In [START_REF] Cherrier | Observer-based approach for synchronization of modifi ed chua's circuit[END_REF], [START_REF] Cherrier | Observer-based approach for synchronization of a time-delayed chua's circuit[END_REF] we chose a modified Chua's circuit as the transmitter in our observer-based synchronization scheme. This system differs from the standard Chua's circuit in the sense that a time-delayed feedback has been added (see details in [START_REF] Wang | Generating chaos in Chua's circuit via time-delay feedback[END_REF]). This process belongs to the recent technics of " anticontrol" of chaos: in [START_REF] Wang | Anticontrol of chaos in continuoustime systems via time-delay feedback[END_REF] it is shown that a finitedimensional, continuous-time, autonomous system can be driven from nonchaotic to chaotic, or that the chaos of an initially chaotic system can be enhanced. However, Chua's circuit has a piecewise-linear nonlinearity, which may not be desirable from a mathematical point of view. In [START_REF] Franz | Chua's eq uation with cubic nonlinearity[END_REF] the piecewise-linear nonlinearity has been replaced by a polynomial of degree three, but it is said in this paper that the nonlinearity of Chua's circuit can be any scalar nonlinearity, provided that it is an odd function. So we propose a new chaotic system based on the dimensionless form of Chua's circuit (concerning the linear part), and the nonlinearity consists of an hyperbolic tangent and a timedelayed feedback:

ẋ(t) = Ax(t) + F (x(t)) + H (x(t -τ )) (1) 
where

A =   -α α 0 1 -1 1 0 -β -γ   (2) 
F (x(t)) =   -αδ ta n h (x 1 (t)) 0 0   (3) 
H(x(t -τ )) =   0 0 ε sin (σx 1 (t -τ ))   (4) 
We have chosen to keep the structure of the chaotic transmitter chosen in [START_REF] Cherrier | Observer-based approach for synchronization of modifi ed chua's circuit[END_REF]. The system (1) is chaotic thanks to the presence of the time-delay feedback: if ε is chosen equal to zero, no chaotic behavior can be observed. The following values of the parameters of (1) are chosen to ensure a chaotic behavior: α = 9, β = 14 , γ = 5, δ = 0.5, ε = 1000, σ = 10 5 , τ = 1. We provide the corresponding chaotic attractor in Fig. 1. 

> 0 such that f (x) -f (y) ≤ k x -y ∀ x, y (5) 
(3) and ( 4) show that the nonlinear functions F and H satisfy the Lipschitz condition with respective constants k F = |αδ| and k H = |εσ|. R emark 2 : In a chaotic secure communication scheme, the chaotic system parameters play the key role in secure transmissions. The presence of the time-delay feedback adds further parameters that need to be known to recover the message, and thus enhances the security not only by enhancing the complexity of the chaos in the transmitter. We will see in section IV that the parameter σ can be considered as the key of our cryptosystem.

B . Ob server-b ased synchroniz ation

There are two main approaches to ensure the synchronization of a chaotic system. First, the drive-response principle was found by Pecora and Carroll in 1990 [START_REF] Pecora | Synchronization in chaotic systems[END_REF]. In this scheme, the transmitter is called the drive system, and the receiver is called the response system. The driving signal is usually some of the transmitter's state variables, and the response system is chosen as a part of the drive system. It has been shown that, if the conditional Lyapunov exponents [START_REF] Wiggins | to a p p lie d n o n lin e a r d yn a mica l syste ms a n d cha o s[END_REF] of the response system are all negative, synchronization occurs: the response system is forced by the drive signal, and it forgets its own initial conditions. The main limitation of this concept, is that the drive signal and the response system are obtained from the drive system, but there is no systematic procedure available to find a good decomposition of the drive system to ensure negative conditional Lyapunov exponents. This approach is a kind of self-synchronization, and can be opposed to the second approach : the ob server-b ased synchroniz ation (see [START_REF] Nijmeijer | An observer look s at synchronization[END_REF], [START_REF] Morgül | Observer based synchronization of chaotic systems[END_REF]). Indeed, the problem of synchronization can be seen as a state estimation problem: the chaotic transmitter, the receiver can be designed as an observer of this system. Then the receiver and the drive signal must check a property of detectability to ensure synchronization. Since this is a well-studied problem, several procedures are available to design the observer. Some observer-based concept to design synchronization schemes for chaotic systems can be found in the following papers: [START_REF] Grassi | Nonlinear observer design to synchronize systems via a scalar signal[END_REF], [START_REF] Fek | Observer-based ex act synchronization of ideal and mismatched chaotic systems[END_REF], [START_REF] Liao | An observer-based approach for chaotic synchronization with applications to secure communications[END_REF], [START_REF] Darouach | Generalized statespace observers for chaotic synchronization and secure sommunication[END_REF], [START_REF] Millerioux | Global chaos synchronization and robust fi ltering in noisy contex t[END_REF]. We have chosen an observer-based communication scheme, so we must determine an observer which synchronizes with [START_REF] Pecora | Synchronization in chaotic systems[END_REF]. Classically, to ensure the synchronization of the observer, the transmitter sends a chaotic signal, of the form:

y 1 (t) = Cx(t) (6) 
We underline the fact that the synchronization step is completely separated from the encryption step (which will be detailed in section II-C), in particular the chaotic signal y 1 does not contain any information about the message.

In [START_REF] Cherrier | Observer-based approach for synchronization of modifi ed chua's circuit[END_REF] and in [START_REF] Cherrier | Observer-based approach for synchronization of a time-delayed chua's circuit[END_REF] we have designed two observer-based synchronization schemes for a delayed Chua's circuit. Here we propose another observer-based approach, to deal with a large Lipschitz constant (Remark 1 implies k H = 10 8 ). For this purpose, we choose

C = 1 ζ 0 with ζ 1. We obtain y 1 (t) = x 1 (t) + ζx 2 (t) (7) 
The dynamic model of the transmitter (1) can be rewritten as:

   ẋ(t) = Ãx(t) + By 1 (t) + F (y 1 (t), x 2 (t)) + H(y 1 (t -τ ), x 2 (t -τ )) y 1 (t) = Cx(t) (8) 
where

à =   0 α(1 + ζ) 0 0 -(1 + ζ) 1 0 -β -γ   , B =   -α 1 0   (9) 
F (y 1 (t), x 2 (t)) =   αδ tanh(y 1 (t) -ζx 2 (t)) 0 0   (10) 
H(y1(t-τ ), x2(t-τ )) =   0 0 ε sin (σ(y1(t -τ ) -ζx2(t -τ )))   (11)
The d y n am ic m od el of the rec eiver is c hos en of the followin g form :

ẋ(t) = Ãx(t) + By 1 (t) + F (y 1 (t), x2 (t)) + H(y 1 (t -τ ), x2 (t -τ )) + K(y 1 (t) -C x(t)) ( 1 2 
) We d efi n e the s y n c hron iz ation error vec tor e(t) = x(t)-x(t), an d its d erivative is g iven b y

ė(t) = A K e + F -F + H -Ĥ ( 1 3 ) 
with the n otation s

A K = Ã -KC F = F (y 1 (t), x 2 (t)), H = H(y 1 (t -τ ), x 2 (t -τ )) F = F (y 1 (t), x2 (t)), Ĥ = H(y 1 (t -τ ), x2 (t -τ ))
The followin g theorem p rovid es a s u ffi c ien t c on d ition for the s y n c hron iz ation of the ob s erver (1 2 ) with the tran s m itter (8 ). Theorem 3 : If the followin g c on d ition s are verifi ed : 1 ) the p air ( Ã, C) is d etec tab le;

2 ) there ex is t k 1 , k 2 > 0, a m atrix K an d a s y m m etric , p os itive-d efi n ite m atrix P s olu tion of the followin g LM I (where I 3 d en otes the id en tity m atrix of d im ens ion 3 ):

ζ 2 k 2 H -k 1 + 1 < 0 ( 1 4 
)

A T K P + P A K + k 1 I 3 P P -1 k2 I 3 < 0 ( 1 5 ) 
then (1 2 ) is an ob s erver for (1 ): x(t) → x(t) when t → ∞. where P is a s y m m etric , p os itive-d efi n ite m atrix , an d ξ is a p os itive s c alar. It is eas y to s how that V is p os itive an d u p p er b ou n d ed . We c om p u te the d erivative of V alon g the trajec tories of (1 3 ):

V = e T A T K P + P A K e + 2e T P ( F -F ) +2e T P ( H -Ĥ) + ξe T e -ξe T τ e τ ( 1 7 ) 
with e τ (t) = e(tτ ).

The C au c hy -S c hwarz an d the You n g in eq u alities , an d the Lip s c hitz p rop erty of F an d H lead to:

2e T P ( F -F ) ≤ ζ 2 k 2 F e T P P e + e T e ( 1 8 
)

2e T P ( H -Ĥ) ≤ e T P P e + ζ 2 k 2 H e T τ e τ ( 1 9 ) 
With (1 8 ) an d (1 9 ), (1 7 ) lead s to:

V ≤ e T A T K P + P A K + (1 + ξ)I 3 + (1 + ζ 2 k 2 F )P 2 e +(ζ 2 k 2 H -ξ) e τ 2 (2 0 ) We s et k 1 = 1 + ξ an d k 2 = 1 + ζ 2 k 2 F . Then c on d ition (1 4 ) im p lies ζ 2 k 2 H -ξ < 0, an d (2 1 ) y ield s : V ≤ e T A T K P + P A K + k 1 I 3 + k 2 P 2 e ( 2 1 ) 
If c on d ition (1 4 ) is c hec k ed , (2 1 ) red u c es to

V ≤ -e T W e ( 2 2 ) 
with W = A T K P + P A K + k 1 I 3 + k 2 P 2 . To ap p ly the Ly ap u n ov theory , the m atrix W m u s t b e n eg ative-d efi n ite. The in eq u ality W < 0 c an b e s olved b y ap p ly in g the S c hu r c om p lem en t: Thus the synchronization step is achieved. rk 4 : The detectability of the pair ( Ã, C) is guaranteed by the fact that the matrix W is negative-definite [START_REF] Alvarez | Cryptographic req uirements for chaotic secure communications[END_REF].

   A T K P + P A K + (1 + ξ)I 3 P P - 1 (1+ζ 2 k 2 F ) I 3 < 0 -(1 + ζ 2 k 2 F ) < 0 ( 2 3 
Rema rk 5 : In practice, to find a solution to the LMI (15), we must impose ξ ≤ 1. Consequently, to satisfy [START_REF] Iang | A note on chaotic secure communication systems[END_REF], ζ is chosen such that ζk H < 1.

C . A n ew en c ry p tion method

In this part, we detail a new way to encrypt a message. The aim is to transmit a chaotic signal which does not contain explicitly any direct information about the secret message. That is to say we use the most remarkable property of chaotic signals: they look like noise. So we intend to " hide" a message thanks to a chaotic signal, so that it is impossible to detect that a message is transmitted. Some attacks showed that chaotic masking or chaotic modulation are not secure enough [START_REF] Short | Steps towards Unmask ing Secure Communications[END_REF], [START_REF] Yang | B reak ing chaotic secure cmmunication using a spectrogram[END_REF], [START_REF] Alvarez | Cryptographic req uirements for chaotic secure communications[END_REF], so we have designed a method for injecting the message which prevents it from altering the transmitted signal or its power spectral density. We propose to send one of the chaotic signals generated at the transmitter (we do not use the signal y 1 that is sent for the synchronization of the receiver), with a delay depending on the message:

y 2 (t) = x 3 (t -ν(u(t))) (24) 
y 2 (t) is obtained from the signal x 3 (t), deformed by a frequency modulation. So y 2 looks like noise too. In practice, we assume that u(t) ∈ [0, 1], and the function ν will be chosen as ν(u(t)) = T u u(t), with 0 < T u ≤ T e (where T e will be the discretization step of the numerical integration of the differential equations) to enable the recovery of u.

The Taylor-Lagrange formula applied to x 3 is expressed as (all the functions involved are sufficiently smooth to apply this theorem):

Prop os ition 6 (Ta y lor-L a g ra n g e):

∃t1/ x3(t) -x3(t -Tuu(t)) = ẋ3(t)Tuu(t) - ẍ3(t1) 2 (Tuu(t)) 2 (25) 
In practice T u ≤ T e ≤ 10 -2 ⇒ T 2 u ≤ 10 -4 . So, if we use the fact that a chaotic system has bounded trajectories, we can make the following first-order approximation:

x 3 (t)-x 3 (t-T u u(t)) = x 3 (t)-y 2 (t) = ẋ3 (t)T u u(t) (26)
If we take a sufficiently small integration step T e ≤ 10 -2 , since x 3 is chaotic, we assume that this signal is never constant (if this case would happen, it would be impossible to recover the delay between x 3 and y 2 ). That is why our encryption method well fits to chaotic signals. The inversion of equation [START_REF] Wang | Generating chaos in Chua's circuit via time-delay feedback[END_REF] leads to (under the condition ẋ3 (t) = 0):

u(t) = x 3 (t) -y 2 (t) T u ẋ3 (t) (27) 
Now we use the fact that the synchronization step is completely separated from the encryption step: the recovery of the message u relies on the relation [START_REF] Wang | Anticontrol of chaos in continuoustime systems via time-delay feedback[END_REF] and the dynamics of the receiver (12) (we note K = (κ 1 κ 2 κ 3 )):

û(t) = x3(t)-y2(t) Tu ẋ3(t) = x3(t)-y2(t) Tu(-β x2(t)-γ x3(t)+ε sin (σx1(t-τ ))+κ3(y1(t)-x1(t)-ζ x2(t)))
(28) Rema rk 7 : If it happens that ẋ3 (t) = 0, then we use the Taylor-Lagrange formula [START_REF] Cherrier | Observer-based approach for synchronization of a time-delayed chua's circuit[END_REF] for an approximation at the second order, since the first and the second-order derivatives cannot be null at the same instant. This second signal y 2 represents a new way to encrypt a signal, it performs a kind a modulation of the frequency of the chaotic signal x 3 , so y 2 looks like noise too. We underline that there is no direct information sent through the channel from the transmitter to the receiver, so the security seems to be optimal. In short, the transmitter is used to synchronize the receiver and to encrypt the information signal, and these two processes can be treated in two separated steps. The efficiency of the decryption process relies on the efficiency of the synchronization. This will be illustrated on the example of section III. The signal y 1 (t) sent to the receiver for synchronization purpose is shown in F ig. 4(a).

III. SIMULATIONS

A. S y n c hron iz a tion

B . E n c ry p tion -d ec ry p tion

A discrete signal is generated from the F ig. 2: the colored picture is coded as three matrices (one for each basis color red, green, blue), whose coefficients are integers belonging to [0, 25 5 ]. The rows of the first matrix are concatenated, followed by the rows of the second and the third matrix, so we obtain a one-dimensional vector defining u. We normalize devoted to the analyze of the robustness of the synchronization towards some channel noise or delays, altering each of both transmitted signals y 1 and y 2 . B esides, further analyses of the chaotic behavior of the transmitter may lead to an increase of the level of security.

V. CONCLUSION

In this paper we propose a new cryptosystem to send messages in a secure way. It relies on an observer-based synchronization scheme, and the transmitter is chosen as a new chaotic system. Two chaotic signals are sent to the receiver. The first signal is aimed at ensuring the synchronization of the receiver, and a second chaotic signal is sent by the transmitter, modulated by a variable delay depending on the secret message. We prove the synchronization through the resolution of a L M I, and we detail the encryption method in a discrete case: the message to be transmitted is the famous " L enna picture" . The encrypted and recovered pictures show the efficiency of our method, and we have shown that our cryptosystem possesses a secret key, which guarantees the security.
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