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due to the Accumulation of Errors
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Abstract— This paper provides an accurate bound on the num-

ber of numeric operations (fixed or floating point) that can sdely

be performed before accuracy is lost based on the assumption

that accumulated errors are uniformly distributed in i% unit in
the last place. This work has important implications for cortrol
systems with safety-critical software, as these systemseanow
running fast enough and long enough for their errors to impac¢
on their functionality. Furthermore, worst-case analysis would
blindly advise the replacement of existing systems that havbeen
successfully running for years and that will continue running
before software development practices evolve. We presenete
new theorems that we are currently validating with the PVS
proof assistant. This theory will allow code analyzing toad to
produce formal certificates of accurate behavior. FAA reguations
for aircraft require that the probability of an error be belo w 10~°
for a 10 hour flight [ﬂl. Such a low failure rate is stretching
the limits of generic calculations solely based on the staradd
deviation of random variables for the intermediate sums. We
need many individual errors for the Central Limit Theorem
approximation to be sufficiently accurate (distance well bw
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compute the probability that a piece of software will susees
fully run within an acceptable error bound. We use the result
of Sectionm’ for intermediate sums before approximations
based on the Central Limit Theorem are sufficiently accurate
As this new bound is long to obtain, it might not be required
for ordinary pieces of software. Yet, failure rate as defined
in aeronautics is very low and this new bound is necessary
whatever the computational price.

We cannot use the Central Limit Theorem before the
approximation to normal distribution is sufficiently close
that the sum including the additional approximation eriisrs
bounded byl0~? (there are potentiallg?> additional errors).
Our suggestion is to carry on precise computing as long as
possible and revert to results linked to Doobs-Kolmogorov
inequality ] and the Central Limit Theorem when the
approximation error becomes negligible compared@o®

In the rest of this text, we assume that the created round-off

-9 H . . .
1077). The precise bound presented here enhances the numberang measure errors are unbiased independent random eariabl

of bits of the result that can safely be regarded as correct.

I. INTRODUCTION

or that their expectation conditional to the previous esrisr
zero.

Il. STOCHASTIC MODEL AND STATE OF THE ART

Formal proof assistants are used in areas where errors can

cause loss of life or significant financial damage as well

@s Individual round-off and measure errors

in areas where common misunderstandings can falsify keyWe are dealing with fixed or floating point numbers. A

assumptions. For this reason, formal proof assistants leme

floating point number represents= m x 2¢ wheree is an

much used in floating point arithmetif] [21] [3][] (41 [5][] (6] integer andn is a fixed point numbef{[]1]. IEEE 754 standard

Previous references just link to a few projects using pro

assistants such as ACL2, HO[] [7], Cdd [8] and P\/B [9].

] uses sign-magnitude notation for the mantissa and ttéte fi
bit by of the mantissa is implicit in most caség & 1) leading

All these projects deal with worst case behavior. Recelft the following definition wheres and all theb, are either 0
work has shown that worst case analysis may be meaninglesd (bits).

for applications that run for a long time. For example,

process adds numbersdri with a measure error af2-2°. If
this process add2®® items, then the accumulated errorig,

and note that 10 hours of flight time at operating frequen&ptation
of 1 kHz is approximatel22® operations. Yet we easily agree
that provided the measure errors are not correlated, thralact

accumulated error will be much smaller.

We recall in Sectiofi]ll the model that we are using. Sectid¥

Erecalls our formal developments in probability and prets

our new theorems. The Doobs-Kolmogorov inequality Was
used in ] but precise definitions of measure and round-Gf
errors used in SectiV provide a much more precise way to

a v = (—1)5 X bo.bl . 'bp,1 x 2¢

Some circuits such as the TMS320 use two’s complement
form leading to the following definitionm.S].

’U:(bo.bl'-'bp_l—2><8)><2e

In fixed point notatione is a constant provided by the data
pe and the first bit is no longer implicitly equal to 1.

For all the previous notations, we define for any repre-
entable number, the unit in the last place function whete
the exponent of as above.

ulp(v) = 2¢77*1



A variable v is set either by an external sensor or by an  |ll. PROBABILITY DISTRIBUTION OF BEING SAFE
operation. Trailing digits of numbers randomly chosen frorR Probabilit
a logarithmic distribution|E4, p. 254-264] are approxigigt y
uniformly distributed [15]. So we can assume thawifs a We presented in[[10] an account of probability with an
data obtained by an accurate sensor, the difference betwi#darmal approach while taking foundational matters seslg.
v and the actual value is uniformly distributed in the range The PVS system underlying these results is built on the
+ulp(v)/2. We can model the errar—v by a random variable firm foundations for probability theory (using measure ttygo

X with expectationE(X) = 0 and varianceVar(X) = [@], @]. A middle way between extreme formality and an
ulp(v)2/12. The sensor may be less accurate leading to a largecessible level of informality is to be found ip J21].
variance but we assume that it is not biased. We begin by recalling in FigurE 1 definitions implemented

Round-off errors created by operators are discrete and theyPVS [L0]. The PVS development of probability spaces in
are not necessarily distributed uniform[y[16]. The disation Figure[}, takes three parametefs:the sample spacé, ao-
is very specific but as soon as we verify that the expectatialgebra of permitted events, an#l, a probability measure,
is E(X) = 0 and the error is bounded, we may safely usewhich assigns to each permitted event $n a probability

replacement variabl&’ such that betweerD and1. Properties of probability that are independent
of the particular details of’, S andP are then provided in
Ve P(|X'|>¢)>P(X]>e). this file.
If T'is countable — as it is for discrete random variables —
B. Error of an accumulation loop then we may take = (7). As we wish to discuss continuous

We will use only one example for very long accumulation@_ndom variables then we partially instantiate this PVS file
as calculations carried on at the end of Secfioh IV heavifjith T = real , andS = borel _set (the Borel sets). If
rely on the fact that all the errors introduced are uniformijf® 90 further and also specify, we will have described the
distributed over the same interval. In other cases such '3gdom variable distributions as well. Of particular ier

the second example of:||10] one may either revert to ﬂg%ter is the fact that the sum of two random variables isfitsel

exponential-time formula stated in Secti@/—A or use th@ random variable, and consequently any finite sum of random
uariables will be a random variable.

magnitude of the largest possible error for all the rando -
variables. Note that the product probabilitf’s has the effect of

declaring that the experiments carried out in probabiigces
(Th,01,P1) and (Ts, 02, P2) are independent. Obviously, the
process of forming products can be extended to any finite
product of finitely many probability spaces.

In Figure@, we define the conditional probability4; B)
1a0=0 (written P(A,B) as PVS will not permit the use of *;” as an
2 for (i=0; i<n; i=i+1) operator). We take the opportunity to prove Bayes’ Theorem
L along the way.

The example given in Iistinﬁ| 1 sums data produced by
fixed point sensor:; with a measure errok;.

Listing 1. Simple discrete integration frorﬂ17]

We can safely assume tha; are independent identicalB. Continuous Uniform Random Variables

uniformly distributed random variables oveulp(z;)/2. Data it x is a continuous random variable distributed uniformly
are fixed point meaning that the sumt-z; does not introduce qer the intervala, b], then informally it takes any value within
any rounding error and the weight of one unit in the last plagge interval[a, b] with equal probability.

does not depend ary so we write ulp instead of ufp; ). After To make this more formal, we define theharacteristic

n iterations, we want the probability that the accumulated, tionof a setS as the functionys, which takes the values
measure error have always been constrained into user sgecifi . depending on whether it is applied to a membeSof
boundsc. Using the Doobs-Kolmogorov inequalit[llO] where

: Definition 1:
S; = 3;=1 X, we have that
, s (@) = 1 z€S8
nulp STV 0 2 ¢S
P (1??§Xn(|5i|) = 6) s1- 12¢€2 ° Now the probability density functiofi of the uniform random

variable over the closed intervél, b] is ;1-x(a,4- From this
We will see that we can exhibit a tighter bound usingse can calculate the distribution function:

[@]. This bound can be produced using a time- and space- "

polynomial algorithm provided all the random variables are F(r) :/ f(x)dz,
uniformly distributed over the same interval. Complexity i —o0

a key issue as typically 3 2> meaning that the quadraticfrom which we can calculate the probability
algorithm proposed Sectiomlv should be considered as the

biggest amenable algorithm. Plx < X <=y) = F(y) — F(x).



probability_space[T:TYPE+,

P:probability_measure

]: THEORY
BEGIN
IMPORTING finite_measure@sigma_algebra[T,S],probabil
AB: VAR (S)
x,y: VAR real
n0z: VAR nzreal
t: VAR T
n: VAR nat
null?(A) :bool = P(A) = 0
non_null?(A) :bool = NOT null?(A)

independent?(A,B):bool = P(intersection(A,B)) = P(A) * P(
random_variable?(X:[T->real]):bool = FORALL x: member({
zero: (random_variable?) = (LAMBDA t: 0)

random_variable: TYPE+ = (random_variable?) CONTAINING z

X,Y: VAR random_variable
XS: VAR [nat->random_variable]

<=(X,x):(S) = {t | X(t) <= x}; % Needed for syntax purposes! < >

complement_lel: LEMMA complement(X <= x) = (x < X)
complement_Itl: LEMMA complement(x < X) = (X <= x)
complement_eq : LEMMA complement(X = x) = (X /= X)

complement_It2: LEMMA complement(X < x) = (x <= X)
complement_le2: LEMMA complement(x <= X) = (X < Xx)
complement_ne: LEMMA complement(X /= x) = (X = X)
-(X) :random_variable = (LAMBDA t: -X(t)); % Needed for synt

+(X,Y) :random_variable = (LAMBDA t: X(t) + Y(t));
-(X,Y) :random_variable = (LAMBDA t: X(t) - Y(b);

partial_sum_is_random_variable:

LEMMA random_variable?(LAMBDA t: sigma(0,n,LAMBDA n: XS(

distribution_function?(F:[real->probability]):bool

(IMPORTING finite_measure@
S:sigma_algebra, (IMPORTING probability_measure[T,S])

subset_algebra_def[T]) % sample space
% permitted events
% probability measure

ity_measure[T,S],continuous_functions_aux[real]

B) % Note that it DOES NOT say = 0
t | X(t) <= x}.5)

ero

= /= >= omitted

ax purposes! + - * / omitted

n)(®))

= EXISTS X: FORALL x: F(x) = P(X <= X)

distribution_function: TYPE+ = (distribution_function?

) CONTAINING

(LAMBDA x: IF x < 0 THEN 0 ELSE 1 ENDIF)

distribution_function(X)(x):probability = P(X <= Xx)
F: VAR distribution_function

convergence_in_distribution?(XS,X):bool

= FORALL x: continuous(distribution_function(X),x) IMPL IES
convergence((LAMBDA n: distribution_function(XS(n))(x ),
distribution_function(X)(x))

invert_distribution: LEMMA LET F = distribution_function (X) IN

Px < X) =1 - FXx) % Lemma 2.1.11-a (G&S)
interval_distribution: LEMMA LET F = distribution_functi on(X) IN

x <=y IMPLIES

P(intersection(x < X, X <=y)) = F(y) - F(X) % Lemma 2.1.11-b (G &S)
limit_distribution: LEMMA LET F = distribution_function( X) IN

P(X = x) = F(x) - limit(LAMBDA n: F(x-1/(n+1))) % Lemma 2.1.11 -c (G&S)
distribution_0: LEMMA convergence(F o (lambda (n:nat): -n ),0) % Lemma 2.1.6-a0 (G&S)
distribution_1: LEMMA convergence(F,1) % Lemma 2.1.6-al ( G&S)
distribution_increasing: LEMMA increasing?(F) % Lemma 2. 1.6-b (G&S)
distribution_right_continuous: LEMMA right_continuous (F) % Lemma 2.1.6-c (G&S)

END probability_space

Fig. 2. Abbreviated probability space file in PVS




conditional[T:TYPE+,
S:sigma_algebra,
P:probability_measure
]: THEORY
BEGIN
IMPORTING probability_space[T,S,P],finite_measure@si
AB: VAR (S)
n,i,jj VAR nat
AA,BB: VAR disjoint_sequence
P(A,B):probability = IF null?(B) THEN 0 ELSE P(intersectio

conditional_complement: LEMMA

conditional_partition: LEMMA

bayes_theorem: THEOREM
NOT null?(B) AND

P(AA().B) = P(BAAM)P(AAG)

END conditional

(IMPORTING finite_measure@subset
(IMPORTING probability_measure[T,S])

P(A,B) * P(B) + P(A,complement(B)) * P(complement(B)) = P(A )

Union(image(BB,fullset[below[n+1]])) = fullset[T] IMPL
P(A) = sigma(0,n, LAMBDA i: P(A, BB(i)) * P(BB(i)))

Union(image(AA,fullset[below[n+1]])) = fullset[T] IMPL

sigma(0,n, LAMBDA i: P(B, AA()) * P(AA()))

_algebra_def[T]) % sample space
% permitted events
% probability measure

gma_algebra[T,S]

n(A,B))/P(B) ENDIF

IES

IES

Fig. 3. Conditional probability file in PVS

In the case wher« is distributedU| ;}, and because — for C. Continuous random vectors

any f(x) with [ f = F — we have

" F@X e (@)ds =

(F) - F(a))X(a,p)(x) + (F(b) = F(a))X(b,00) (@)-
We also observe that X is distributed, ), thenE(X) =

"T“’,land2 Va(lX) = % So, witha = 0, b = 1 we get:

h=735,0"= 15

Definition 2: If we have a sequence of continuous rando
variables{X,}, then we define their partial sums as a s
guence of continuous random variab{g, } with the property

-

=1
Theorem 1:If continuous random variable¥ andY have
joint probability density functions, thenZ = X + Y has

probability density function:

o0

m

We want to generalize Theoreﬂ1 2 in a probability space
(T,o,P) to a large number of random variablgs(,,} to
produce a bound for each intermediate sum{#i,}. We
introduce random vectors.

Definition 3: A random vectonf dimensionn is a collec-
tion of n random variables

X = (Xla"' 7Xn)
In this definition, the components need not to be indepen-
dent variables meaning that the information on the distidiou

Sunction of the components does not fully characterize the

probabilistic behavior of random vectof.
Definition 4: A random vectorX hasdistribution function
F,if

P(X: <z, -, X, <xp)=F(z1, - ,zp).
Once we have defined the distribution function of a random
vector we want to define it's probability density.
Definition 5: A random vectorX is continuousif its dis-

fz(z) = / f(@,z — z)dw. tribution function can be expressed as
In the special case wher¥ andY are independent, then T Tn

(because the joint probability density functigiz, y) can be Flay, - an) =/ / f@1, - ap)dy - day,

expressed as the prodyét () fy (y)) we have theContinuous o -

Convolution Theorem for someo-integrable functionf : R* — [0, c0). We call the
Theorem 2:If continuous random variable¥ andY are function f the probability density for random vectdf.

independent and have probability density functigrsand fy We compute simple density functions through the following

respectively, thet = X +Y has probability density function: theorem that is proved by induction using the definition of
independent random variables.

Theorem 3:A random vectorX of continuous random
variables (X1, --,X,) with respective density functions

fz(z):/_oo fX(x)fy(z—x)dxz/_oo fx(z—2)fy(z)dx.



A random variableX hasdistribution functionF’, if
P(X <z)= F(x)

A random variableX is continuousf its distribution
function can be expressed as

Fla) = [ s

for some integrable functiorf : R — [0,00). We
call the functionf the probability density functior
for the random variable .

We define the probability of A given B” (written

P(A; B)) as:
P(A; B) = ]P(g(i;)B)

wheneverP(B) > 0.
A o-algebra over a typeT, is a subset of the
power-set ofT, which includes the empty set},

and is closed under the operations of complement,

countable union and countable intersection.
A Measurable SpacéT’, o) is a set (or in PVS g
type) T, and as-algebraoverT.

A function i : ¢ — R>( is a Measureover theo-

algebrac, when({}) = 0, and for a sequence af

disjoint element§ E,, } of o:

H <U En) = Zu(En)
n=0 n=0

A Measure SpacéT, o, ) is a measurable spag
(T, o) equipped with a measuye

A Probability Space(T,0,P) is a measure spac
(T, 0,P) in which the measur@ is finite for any
set ing, and in which:

P(X¢) =1 — P(X).

If (T1,01,P1) and (T3,02,P2) are probability
spaces then we can construcp@duct probability
space(Ts, 03, P3), where:

T3 = T1 X Tg
o3 = 0(01 X 0'2)
P3(a,b) = Pi(a)Pa(b)

whereP; is the extension oP% that has the whole
of o3 as its domain.

Fig. 1. Definitions implemented in PVﬂlO]

D

fl,"'

, [n 1S continuous and has a density function

fl@r,-mn) = fi(en) XX fo ()

if and only if Xy,---, X, are independent.
During the proof, we show by Fubini’'s theorem that for
independent random variables

P(X; €A, , X, €A, =P(X; € A))x---xP(X,, € A,).

More complex density functions are handled through a
smooth change of variables.

Theorem 4:Let X = (X4,---,X,,) be a continuous ran-
dom vector with density functiorfx andg a transformation
from R™ to R” to a random vectoryY = (Y1, ---,Y,).
Provided that

e g is continuously differentiable on an open sub&ebf
R™,
« the Jacobian matrix

Jy = [agi

Oz, ] 1<ij<n

is never singular,

o g admits an inverse o/ with the same properties, in
particular its Jacobian matrix is never singular and it is
the inverse of the Jacobian matrix @f

o and finallyP(X e U) =1

then Y is a continuous random vector and with density
function

_ _ -1
Frw) = fx (97" W) |detJy (97 W) xv ().
Notice that we obtaif S, } from {X,,} through the follow-
ing transformation:

g(xla"' ,(En) =

n
<$C1,961 + a2, -, g xi) .
i=1

Its inverseg—! on U = R" is

n—1
g(ylv"' 7yn) = <y15y2_y17"' yYn — Z%) )
1=1

its Jacobian matrix is an upper triangular matrix with all
components equal té and its determinant is also equal to
1. Finally V' = R".

IV. CORNERS OF HYPERCUBES

What we are actually interested in is whether a series of
calculations might accumulate a sufficiently large error to
become meaningless. In the language we have developed, we
are computing the probability that a sequence ealculations
has failed because it has exceeded the error-bound somewher

P (@aﬁxnusm > )



A. Sums of Arbitrary Continuous Uniform Random Variables In the rest of the text, we heavily use notations and results
For a little while, we assume that each random variabje ©f [L8] to obtain V(Pt, () for appropriaten and . (we

is uniform on a given interval—;, \;]. Theoremd]3 an] 4 change summation index fromto n for this reason). For a

imply that the probability of failure is given by the ratio ~ 9iven vector

_V(PSNnH,)
o o wherea; = A;/p, we define they x (n+1) matrix S = (1, A)

V(Hn)
whereV is the volume operator applied to the following setgnd we deduce x (n+1) matrix

A= (al,ag,...,an),

P < Inaxn(|S ) > 27"V (Sy)

1<i<

P=(1l,a1,az2...a,).

P, = ($1,...£L‘n) | Vi |$i|§1/\ Z/\jl‘j <e€,,

- We want to computd’ (Pt,(u)) = v(P) = Z-¢(S) and we
1=

obtaino(S) by a formula that require the definition of

Hy ={(z1,...2n) | Vi fa <1}, e m=1

o I ={k} wherex = (1), S, = (1) anddet(S,) =1
)

and P€ is the complement of polyhedrah,.
n | e oY b o K°=(2,3,...(n+1)), det(r$) = a;—1 and

There is no direct formula to comput&(P,,) due to linear

dependencies between the constraints. n
_ -1
|5171| < 1 A = H a;
i =1

Z)\jxj < € . fOI”}/ el

j=1
The authors of this work and the authors ¢f][18] agree (35,7:1) = 55 =1+ > Y4105,
that small or elementary perturbations are certainly thg ke j=1

to compute accuratelyy(P,) for small values ofn. Yet The formula becomes
perturbation are not amenable for large values.of

So we have to revert to the bouid P,,) using the following H Z €, 57'SQrs.,
sets with only one constraint which denotes no failure only a Tl Ser
iterationn

where all the quantities have been instantiated and théneard

: of I' is 2" (remember that =< 225).
Pti(e) =S (x1,...m:) | Vi || STAD Nay| <e ( <2

j=1 B. Sums of Independent Identical Continuous Uniformly Dis-
We could have used tributed Random Variables

In the rest of this section we assume that alldhare equal
P, = ﬂ Pti(e) x Hp—; to a (and all the); are equal to\). For ay € I', we define
' n~ as the number of positions whetie = —1 for j between
where Pt;(¢) x H,_; is the Cartesian product of sets but w& andn + 1.

obtain a better bound with The formula becomes
Py =) (Pti(e) UPL (e + \;) x Hy) x Hy_; = ann, 1) (1+(n—2ny)a)" sgn(1+(n—2n,)a),
i=1 'yEF
that is easily proved since or equivalently
Pti_l(e) C Pti_l(é-f—)\i) = Z LRI 2nV) sgr(a_l +n_2nv)7
with the convention thaPt, = {}. V€T
Using property of the complement and volume operatorgnq we change the summation index n.—n., of n—2n., =
we deduce that 9p — n to obtain

n

C n—i i—1(€ i) — (€ " n
VRSN H) < 322 OV (Plins(e +00) = VIP() %Z( >(_ Pln—a' — 2p)sgria —n+ o)

The approximation is reduced due to the fact that

Pti(e) C Pti_1(6+/\i) x Hy

with

1 if 2p>n—at!
and so the volume of the set difference is the difference®f th  sgna™! —n + 2p) = 0 if 2p=n—a!
volumes of the sets with the convention thé¢{}) = 1. -1 if 2p<n—a!



We observe that is trivial whenna < 1 and so we consider introduces a drift and our development cannot be used. 8houl
only the case where —a~! > 0. Whenn = ¢~ !, we obtain we wish to extend this work to account for drifts (non-zero
the volume of the full cube means for the random variablés(,, }), we will also have to

1 & " consider higher-order error terms that also introduce . dri
— Z ( » ) (=1)P(=2p)" =2 This library and future work will be included into NASA
p=1
deriving a known formula|E2].

Langley PVS library as soon as it becomes stable.
So the probability of failure is bounded by

(e (5w ()

VI. CONCLUSIONS

To the best of our knowledge this paper presents the first
application of the volume of theorner of a n-dimension
hypercube to software reliability witm large enough for
exponential-time solution to be impractical. In additione
are finishing certification of our results with PVS. The major
restriction lies in the fact that we have been forced to trikist
individual errors have no drift, and are independent. Notic
‘ that even with a high tolerance of error, and with indepehden
for n > i andV;(n) = 2' otherwise. errors, we will still eventually fail. Our results permiteh

We obtain the equivalent formula below starting at the firgleyelopment of safe upper limits on the number of operations
index wherei > ¢/A that a piece of numeric software should be permitted to

with

Vi) = %,Z_%< ; ) (=1)P(i —n — 2p)'sgr(n — i + 2p)

n € undertake.
Bu(e,A) = 1_12 Va (X) It is worth pointing out that violating our assumptions
— o—i (v (£ 11 v (€ (independence of errors, and zero drift) would lead to worse
+ }Z;l ( ‘ (X + ) - (X)) results, so one should treat the limits we have deduced with
=X

caution, should these assumptions not be met.
V. FUTURE WORK

At the time that we are submitting this work, results of
Sections[1lI-¢ and[IV-p are not fully certified using PVS This work has been partially funded by CNRS PICS 2533
proof assistant. But we anticipate no problem has theséisesand by the EVA-Flo project of the ANR. It was initiated
are generalizations to vector of our earlier W [10] and s@hile one of the authors was an invited professor at the
theory except that our results are based on a formula olstaingniversity of Perpignan Via Domitia. It benefits from links
through Fourier Analysis. As Fourier Analysis has not bedsetween the cole Normale Suprieure de Lyon where one author
implemented in any proof checking environment, we are usinged to work and the University of Manchester started in the
the formula as a assumption to our theory. We hope thelathlogaps multi-participant Early Stage Research Trajni
Fourier Analysis will be available in the future so we cametwork of the European Union. The authors would like to
remove any assumption from the theory we have developéanks Philippe Langlois, Harold Simmons and Jean-Marc
Yet certifying the results of [}8] will be challenging. Vincent for fruitful informal discussions on this work andna

This work will be continued in two directions. The firstSrabonian Williams for his help in the library.
direction is to modify Fluctuat to generate theorems thattm
checked automatically by PVS using ProofLites proposed
in [B], [B]. This work will be carried in collaboration witthe
developers of Fluctuat within the EVA-Flo project of the ANR
The software will conservatively estimate the final effefcthe
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