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Abstract: The safety standards ANSI/ISA S84.01-1996 and
IEC 61508 address the application of Safety Insémted Systems
(SIS) to take a process to a safe state when pmmieed
conditions are violated. A critical aspect of canfiance with the
standards is the establishment of Safety Integrityel (SIL) for
SIS. This paper presents a fuzzy/possibilist apgrodor
determining the SIL of the SIS in presence of utadety.
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1 Introduction

The process industry is obligated to provide anchtam a
safe, working environment for their employees. 8afe provided
through various safeguards, such as Safety InstitedeSystems
(SIS), procedures and training. The SIS consistsstifumentation
that is implemented for the purpose of mitigatings& or bringing
the process to a safe state in the event of a gsoieélure. The



ANSI/ISA S84.01-1996 [1] and IEC 61508 [2] safetarslards
provide guidelines for the design, installation, edgion,
maintenance and test of SIS. However, in the fibldre is a
considerable lack of understanding of how to apipbse standards
to both determine and achieve the required SiLhef$IS. Thus,
determining SIL for a SIS and its validation is wémportant for
compliance with the ANSI/ISA S84.01-1996 [1] andCIB1508
[2] standards. The SIL of a SIS is defined by itshability to fall
on demand (PFD). There are several probabilisthriiejues that
can be used to evaluate the SIS PFD (SIS probaldifail on
demand) from the reliability parameters of its compnts ([2],
[3], [4])- These reliability parameters have to éstimated based
on a large amount of data. However, for SIS itsgally difficult
to obtain a sufficient quantity of data due to rarents of SIS
components failures. In this case, probabilistigsrapches evaluate
the failure probabilities of these systems by givihe confidence
intervals and errors factors using Monte Carlo &tens ([5],
[6]). But, for large systems, this approach is tic@nsuming.
Moreover, when we assume probability distributicies both
components and SIS failure probabilities, we ateoducing an
unpredictable uncertainty. Therefore, the probsiidliapproaches
do not help us very much. Furthermore, the evalnabif the SIL
of the SIS rarely considers the uncertainty in tediability
parameters estimation. For reliability researchtis, remains an
under-developed research area. Wang et al. [7]usbed the
impact of data uncertainty in determining the Stidl. However,
they do not propose a methodology to treat thiklero.

The purpose of this paper is to present a fuzzgipoist
approach to determine the SIL of the SIS, whenciiiaponents
failure probabilities are difficult to be precisegstimated. This
approach is based on the use of possibility digtidins for
representing the uncertainty of the SIS compondiaiture
probabilities anda-cut method for evaluating the possibility
distribution of the SIS PFD and the SIL of the SIS.



2. Determining SIL via a fuzzy/possibilist fault
treeanalysis

The SIS is a system composed of sensors, logi@saind
final elements for the purpose of taking the predesa safe state
when predetermined conditions are violated. The etgaf
performance of the SIS is defined in terms of S¥hjch is defined
by its average probability to fail on demandFDavg over a
given time period (cf. Table 1).

Solicitation Low Demand High Demand
SIL PFDavg Failures/hour

4 10°5< PFDavg<104 | 109 N <108

3 10“< PFDavg<103 | 108<N <107

2 103< PFDavg<102 | 107< N <10°%

1 10%< PFDavg<10? | 108< N <10°

Table 1. Definition of SIL from IEC 61508

For determining SIL, the technical report ISA-TRBA02-
2002 [3] recommends the use of fault tree analysiSIL2 and
SIL3 SIS applications. The conventional fault teselysis which
is based on the probabilistic approach has beeahardensively in
the past. Nevertheless, the probabilities of basients are
considered as crisp ones. It is apparently not istarg® with
practical situations. Because, only by a large amhad tests can
these crisp probabilities be concluded. This isfaasible for SIS
due to rare events of component failures, and eeenhese data
are approximate in some degree. Moreover, the ré&ilu
probabilities are different for different operatoamd working
conditions. Therefore, a reliability analysis methmmsed on fuzzy
sets is interesting. The pioneering work on fuzmyltftree analysis
belongs to Tanaka et al. [8]. They treated basim&vprobabilities
as trapezoidal fuzzy numbers and compute the loigion of top
event occurrence probability. Other results on YyuETA are
reported in [9]. Our goal is to evaluate the raligbof a SIS in
presence of uncertainty. So, we investigate theofidwoth fuzzy
sets and possibility theory.



2.1. Fuzzy sets

A fuzzy set initiated by Zadeh [10] is defined aldws:

Definition 1 Let X be a universal set. Then a fuzzy subset A
of X is defined by its membership functjon : X - [0]]

Which assigns to each elem#rtl X, a real number
H5(X) in the interval[0,1], where the value ofi/;(X) at x

represents the grade of membership of x in A.
Definition 2 Let X be a Cartesian product of universes

X, X,,..X,, and A,ZZ,A be r fuzzy sets in

X, X,,..X,, respectively. f is a mapping from X to a universe
Y. Then, the extension principle allows us to @efinfuzzy set

irléin Y by:
B={(y. ,(My = F(X.%00-%), (%, %,,..% ) O X}
Where:

SUR, iy MM € )bty & DIE TTH G ¥ O
Hs(Y) =9 o otherwise

Definition 3 Let x be a continuous variable restricted to a
distribution function £/(x) J[0,1] which satisfy the following
assumptions:

* MU(X)is a piecewise continuous;
* M(X)is a convex fuzzy set;
*  U(X)is a normal fuzzy set.

A fuzzy set which satisfies these requirementaliedca
fuzzy number.

The operation implied in the extension principlguiees
extensive computation. From the previous studiesdemby
Kaufman and Gupta [11], it is shown that the corapabal effort
with operation on fuzzy numbers can be reducedooyposing the
membership functions intoa-levels and by conducting
mathematical operations on these intervals. Forfangy number



A which has the membership functipn (x) , an interval bounded

by two points at eacl-level (0<a<1) can be obtained using the
cut method. The symbolf\”’and A'” have been used in this

paper to represent ti,zl%(x) left-end-point and the right end-point

of this interval. As it is shown in Fig. 1, we carpress a fuzzy
numberA, using the following form:

A_[A” A", 0<a<1

Arithmetic operations on two fuzzy numbers A aBdprovide the
following expressions:

C=A+B-[Q7, Q1=[ A+ B, A+ B
C=A-B-[C” Q1= A~ B, &'~ ]
C=AB-[C7, G)=[min( . &, K. B, K. B
A B max(A? B A B KB K]

2.2. Fuzzy probabilities

In conventional fault tree analysis, the failur@lpabilities
of system components are treated as crisp valuewseter, it is
often difficult to evaluate the components failypeobabilities
from past occurrence. Instead of the probabilityfaifure, we
propose the fuzzy probability of failure. By resogt to this
concept, we can allocate a degree of uncertaingatth value of
the failure probability.
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Fig.1. Bounds points of

IUA(X) Fig.2. Fault tree example



Definition 4 A fuzzy probability, i.e. a fuzzy set defined in

probability space, represents a fuzzy number betweand 1
assigned to the probability of an event.
One can choose depending upon the suitability réiffetypes of
membership function for fuzzy probability; the motenfident
portion is given the value 1 and other portions giren values
between [0,1].

2.3. Possibility theory

Possibility theory is an information theory whichrielated
to both fuzzy sets and probability theory. Techihca possibility
distribution is a fuzzy set. In particular, all fiyznumbers and
fuzzy probabilities are possibility distributions?].

Definition 5 A possibility distributionz(.) on Q is a
mapping from the reference g2tinto the unit-interval,

m:Q - [0,1]

The possibility distribution is described in terno$ a
possibility measure by;'j(x) =M ({ X}),
where the possibility of some event A is defined: by
rn(A) :SUQDA”(X}) The possibility measure is a coefficient

ranging between 0 and 1 which evaluates how pessitd event
is. The value 1 means that the event is complgiebsible; the
value 0 means that the event is impossible.

2.4. Fuzzyl/possibilist fault tree analysis

In this paper, the fault tree analysis is basegassibility
theory. So, we can allocate a degree of uncertaingach value of
the failure probability. The possibility of systdailure probability
is determined from the possibility of componentsilufe
probabilities. For example, in fault tree shownHig. 2, if we
assume that the evenXs are independent, and have low failure
probabilities  (rare-event approximation), the  plotisy
distribution of top event occurrence probabilityndae expressed

by: 77, =711, +71,
where: 77, = 7T, .TT, , T, =71, .J7T
A X1 X2



3. Application example

In order to illustrate the approach proposed ia faper, let
us consider a process composed of a pressurizedvamtaining
volatile flammable liquid. The safety target levet the vessel is:
no release to the atmosphere with a frequency cfiroence
greater than Ihin one year. A SIS is used to perform the safety
target level for the vessel. The example procesktha SIS are
defined in ISA-TR84.00.02-2002 [3] (see Fig. 3).
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Fig.3. Schematic SIS configuration Fig. 4. Fault tree for SIS example



A fuzzy/possibilist fault tree analysis is usecet@luate the SIL of
the SIS by determining its PFD. The fault tree &6 $FD (SIS
probability to fail on demand) is shown in Fig.Rurthermore, we
assume that:
* The basic events of the fault tree are independent;
e The SIS components can not be repaired;
e The failure probabilities represent the averagdurai
probabilities on demand over a period test interval
Here, the uncertainty of components failure prolités is
treated by taking fuzzy probabilities. The parametés the lower
bound, the parameter is the modal value, and the paramdteas
the upper bound for each possibility distributidritee components
failure probabilities. These parameters are given in Tabl&he
possibility distribution of the SIS PFD can be eegsed using the
fault tree minimal cut setfl'1, T2, T3, T4, T5, T6} (cf. Fig. 4).
Since basic events have low failure probabilities, can use the
rare-event approximation. Then the possibility bé ttop event
occurrence probability is given by:
- ZTPI + ZTPE + ZTF% + ZTPE + ZTPE + ﬂps

PFDg g

T, is the possibility distribution of a minimal cuttsgccurrence

probability, and T, is the possibility distribution of the SIS

IS

PFD. The possibility distributions of the minimalutc sets
occurrence probabilities are givbwy:

ﬂpﬁ = ﬂle'ﬂR“ ’ﬂa’z = ﬂ&f,’

n-% = ﬂpm JTF’Xs + ﬂF’xa JT% + ﬂ% 'ﬂ&s ’ﬂ% = ﬂ% ]T'?aa

F!VA

T, = ﬂ% 'ﬂ% ;ﬂ'?s = (ﬂ% + ﬂ%)(ﬂ% + ﬂ%)
TT, is the possibility distribution of a component ¢aé

probability. Usinga-cut method and arithmetic operations defined
in the previous section, we determine the possiidlistribution of



top event occurrence probability (SIS PFD) from pussibility
distributions of components failure probabiliti€sg. 5 gives the
possibility distribution of the top event occurrenprobability.
One can see that the total range of the top eveatreence
probability (SIS PFD) is from 7x410° to 2.22« 10?, which falls

into SILL(PFD LI[10% 10%) or SIL2(PFD LI[10% 107).

1

0 siL2 A\ st
SIS components a m b; - \
X1, X2: Pressure transmitters 001 | 0.032 | 0.0492 ; y \
X3: Logic solver 0.005 | 0.006 | 0.0061 B / \\
X4, X5, X6: Flow transmitters| 0.0126 | 0.017 | 0.0211 Toe / \
X9, X11: Solenoids valves | 0.01 | 0.028 | 0.0311 03 / \\
X7, X8: Temperature switchep 0.0326 | 0.04 | 0.0403 vz \
X10, X12: Block valves 0.01 | 0.028 | 0.0311 o \
X13, X14: Level switches | 0.0199 0.039 [ 0.049 b mEon_ote e
Table 2. Parameters of possibility distributiong=ig. 5. Possibility distribution
of SIS PFD

Conclusion

In this paper, we have proposed a fuzzy/possibilist
approach for evaluating the SIL of the SIS, whearghis an
uncertainty about the components failures prolasli To
demonstrate the efficacy of our approach, we hapygdied it to a
process example from the literature [3]. The resuistify not only
the effectiveness of the proposed methodology @muating the
SIL of the SIS, but furthermore its computationfficeency as
well. In a second paper [13], we propose a mettuagoto reduce
the SIL uncertainty of the SIS.
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