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Abstract. We present a full implementation of a quantum key distriut{QKD) system
with a single photon source, operating at night in open alre $ingle photon source at the
heart of the functional and reliable setup relies on thequuksxcitation of a single nitrogen-
vacancy color center in diamond nanocrystal. We tested fieeteof attenuation on the
polarized encoded photons for inferring longer distancéop@ance of our system. For strong
attenuation, the use of pure single photon states givesurads advantage over systems
relying on weak attenuated laser pulses. The results aread ggreement with theoretical
models developed to assess QKD security.
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1. Introduction

Key distribution remains a central problem in cryptograpdey encryption system security
cannot exceed key security. Public key protocols rely on mamational difficulty ﬂ].
They cannot however guarantee unconditional securitynag&iture algorithm or hardware
advances.

As Bennett and Brassard first proposed twenty years Ego [@Entgm physics can
be used to build alternative protocols for key distribut{@h In their proposed “BB84”
scheme for quantum key distribution (QKD), a first user (&)isends a second user (Bob) a
sequence of single photons on an authenticated channdl. dtdltem is independently and
randomly prepared in one of the four polarization stategdr-vertical (V), linear-horizontal
(H), circular-left (L), circular-right (R). For each phatde detects, Bob picks randomly one
of the two non orthogonal bases to perform a measurement. egpskthe outcome of his
measurement secret and Alice and Bob publicly compare blasis choices. They only keep
data for which polarization encoding and measurements@me th the same basis. In the
absence of experimentally induced errors and eavesdrgppia set of data known by Alice
and Bob should agree. Due to quantum physics’ contraintgxgiesphoton measurements an
eavesdropper (commonly named Eve) cannot gain even gaftaination without disturbing
the transmission. The unavoidable errors introduced bycawebe detected by the legitimate
users of the quantum transmission channel. If the measuredrate is too high, no secret
can be generated from the transmitted data. But if the eaternemains within acceptable
bounds Alice and Bob can distill a secure secret key, pdyfectknown by Eve, using key
reconciliation procedures. This perfectly secure key ban be used for data encryption.

Interest in experimental QKD has evolved from early probfanciple experiments
[E, E] to long distance demonstrations on optical fibdis[[pa3 well as in free space
8. g, [10] and now to commercial produc{s][11] 12]. Neverhs] several technological
and theoretical barriers still have to be overcome to imerp&rformance of current QKD
systems. Most of them relie on weak coherent pulses (WCP) approximation to single
photons. Such classical states are very simple to produca foaction of them will contain
two photons or more. Since information exchanges using sudtiphotonic pulses can be
spied on by potential eavesdropping strate |E|3 14)yrgg hazard is introduced in the
key distribution process. For QKD schemes relying on WCER, loas finally to throw away
part of the initially exchanged information, proportionalwhat an eavesdropper could have
learned fromit. Indeed, in WCPs’ schemes, the probabilityrfultiphotonic pulses is directly
connected to the mean intensity of the initial pulse thattrthesefore be attenuated more and
more to guarantee security as line losses become higherefohe either transmission rate at
long distance becomes vanishingly small or complete sigatannot be guaranteed.

The use of true single photon source (SPS) presents ansictddvantage over WCPS’
schemes since it potentially permits greater per-bit exiva of secure information. This
advantage becomes significant for systems with high lossethe quantum transmission
channel like envisioned satellite QK[ﬂ [9]. Single photonagtum cryptography has
recently been implemented in two experime, 16] wigate clear evidence for that
advantage. Following the work of Beveratos et a| [15], weehased a pulsed SPS, based on
temporal control of the fluorescence of single color nitrogacancy (NV) center in diamond
nanocrystal. On the emitted polarized photons, we haveithplemented the “BB84” QKD
protocol [}:]. In our realization, quantum communicatiorivibeen Alice and Bob has been
realized in open air during night, between the two wings efltistitut d’Optique’s building.
The QKD system has been operated with realistic backgraght] key size in the kbit range
and in a configuration where Alice and Bob are two entirelyanparties connected via a
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quantum transmission channel in free space and a clask@ahel using internet link.

In Section 2 we describe the experimental setup used to ssidirggle color centers and
the QKD protocol based on polarization encoding on the eahigthotons. Section 3 deals
with the parameters of the QKD experiment. In Section 4, waitleow the quantum key is
extracted from raw data usinguU@RYPT software ]. Finally, Section 5 is devoted to the
discussion of security models for absolute secrecy. Weshidiw that in a realistic regime
corresponding to high losses in the quantum transmissianral, our single photon QKD
setup has a measurable advantage over similar systemsW§iRg

2. Experimental setup

Building A Building B
APD APD
Free space
S(ggo APD p .
propagation N PBS
PO EOM 30 m 50550 1 17
M2PBS J Filter BSi=0 N4
fast photodiode
Synchro pulses
Internet
Connection
TCP/IP

Figure 1. Experimental setup for our quantum key distribution system based on a
polarized single photon source. This system corresponds tthe implementation of

the BB84 protocol. It was operated at night, using a free spac quantum channel

between Alice and Bob and the Internet as the classical chaeh APD: silicon avalanche
photodiode. BS: beam splitter. PBS: polarizing beam spliger. EOM: electro optical

modulator. A\/2: achromatic half-wave plate. \/4: achromatic quarter-wave plate

2.1. Single photon emission

Lots of effort have been put in the realization of single gimxtources over the recent years.
Since first proposalg [L{, ]1,]20], a great variety of schenas® been worked out, based
upon the control of fluorescence from different kind of eerit like molecule 3],
atoms [3P], color centef [B6] or semiconductor structuEs([R$ [26[ 77} 24, 2 36].
Our single photon source is based upon the pulsed excitafi@nsingle NV color center
[@, ] inside a diamond nanocryst@[ 36]. This type wiiteer, which shares many
similarities with the emission from molecules, has impottaractical advantages since it
can be operated at room temperature and is perfectly plablestor both cw and pulsed
nanosecond excitatign

1 Note that under femtosecond pulsed excitation, we obséheepghotoinduced creation of new color cent [37]in

nanocrystal containing initially a single NV center. Su@héavior under femtosecond laser illumination place some
limitations on the use of sub-picosecond pulses to triggles photon emission.
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The nanostructured samples are prepared following a puwweeatescribed in RemBS],
starting from type Ib synthetic powder (de Beers, NethetsnThe diamond nanocrystals are
size-selected by centrifugation, yielding a mean dianwtabout 90 nm. A polymer solution
(polyvinylpyrrolidone, 1 % weight in propanol) containisglected diamond nanocrystals is
deposited by spin-coating on a dielectric mirror, resgltin a 30 nm thick polymer layer
holding the nanocrystals. The ultra-low fluorescing digleSiO,/Nbs O5 mirrors (Layertec,
Germany) have been optimized to efficiently reflect the eimisspectrum of a NV color
center, which is centered on 690 nm (60 nm FWHM). Backgrownaréiscence around the
emission of a single NV color center is moreover stronglyced by photobleaching after a
few hours of laser illumination, its emission propertiesiaéning unaffected.

Under pulsed excitation with pulse duration shorter tharetkcited state lifetime (which
for the considered samples of NV color centers is distrieeound 25 ns[[35]), a single
dipole emits single photons one by ofid [fLd, 20]. As describ&f. [3¢], we use a homebuilt
pulsed laser at 532 nm with a 0.8 ns pulse duration to exaitglesiNV color center. The
50 pJ energy per pulse is high enough to ensure efficient jgrgdithe emitting center in
its excited state. Repetition rate was set to 5.3 MHz so thatessive fluorescent decays are
well separated in time. The green excitation light is focusa the nanocrystals by a high
numerical aperture A = 0.95) metallographic objective. Fluorescence light is cokeldby
the same objective. A long-pass filter (low cutting edge & B¢h) is used to block reflected
532 nm pump light. The stream of collected photons is thetiadpdfiltered by focusing into
a 100 um diameter pinhole which ensures the setup confocalityeairpolarization of the
emitted photons is obtained by passing light through a prfey cube. Since the fluorescence
light emitted by a single color center is partially poladzen achromatic half-wave plate is
introduced in front of the cube. Its rotation allows to sehdttlinearly polarized fraction
of the NV fluorescence either towards Bob, or towards twoanatie silicon photodiodes
(APDSs) arranged in a Hanbury Brown and Twiss configuratidnis Betup is used to acquire
an histogram of the delay between two consecutively dedegt®tons (cf figureﬂZ), from
which we infer how far the source departs from an ideal SPS.

2.2. Implementation of the “BB84” QKD protocol

We then implement the “BB84” QKD protocol, by coding the bits polarization states of
the single photons. We use the horizontal-vertidal-¢ ') and circular left-circular right
(L — R) polarization basis. Each of these polarization statebtained by applying a given
level of high voltage on a KDP electro-optical modulator (#Q.inos LM0202, Germany).
Homemade electronics provides fast driving of the highagdt, being capable of switching
the 300 V halfwave voltage of the EOM within 30 ns. In our kegtdbution, the sequence
of encoded polarization bits is generated with hardwaretrdgics, using two programmable
electronic linear shift registers in the Fibonacci confagion. Each register gives a pseudo-
random sequence af° — 1 = 1048575 bits, and the “BB84” four states are coded with two
bits, each of them belonging to one of the two pseudo-ranamuences.

As shown on figureﬂl, quantum key distribution is realizeoMeein two parties, Alice
and Bob, located in two remote wings of Institut d’Optiquéding (Orsay, France). Single
photons are sent through the windows, from one building tdtear. To minimize diffraction
effects, the beam is enlarged to a diameter of about 2 cm witfecal setup made of two
lenses, before sending it through 30.5 m of open air. Trattsdhphotons are collected on
Bob's side by a similar afocal setup which reduces its diamiedck to the original one.

On Bob's side, a combination of four Si-APDs was used to mesthie polarization sent
by Alice (see figurcﬂl). Thél — V or L — R basis is passively selected, as the single photons
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are either transmitted or reflected on a 50/50 beam splited &t almos6° incidence to
avoid any mixing between the four polarization states. I lthear polarization detection
basisH — V, statesH andV are simply discriminated by a polarizing beamsplitter wehos
outputs are sent onto two APDs. For the circular R basis, an achromatic quater-wave plate
transforms the incoming circular polarisations into lineaes, which are finally detected with
a polarizing beamsplitter and two APDs.

The polarization state associated to each detection eweBbb’s APDs is recorded by
a high speed digital I/O PCI computer card (National Inseam PCI-6534). In order to
remove non-synchroneous APD dark counts, reading of eaelstde output is synchronized
with the excitation pulses. Since the pumping laser is drlvg a stable external clock, this
synchronisation is achieved first by sending a small fractbthe excitation laser pulses
toward a fast photodiode on Bob’s side. The photodiode dlfpreshaped into a 30 ns
TTL-like pulse which is electronically delayed while thetput electric pulses from each
APD are reshaped to a constant 60 ns duration TTL-like pelémjnating any APD pulse
width fluctuation. The acquisition card reads its statesiign the falling edge of the
synchronization pulse. Optimal setting of the electrorétagl therefore ends up in a time-
gated measurement of the APD outputs, within a gate of 60 dwi

The sequence of time-gated polarization state measursroenstitutes Bob’s raw key.
It can be considered as the output of the “quantum commuoica@hase” which lasts a
period of 0.2 s. The remaining steps of the “BB84” QKD proticex@ purely classical ones.
They consist in taking advantage of the quantum correlati@tween Alice’s information and
Bob’s raw key in order to distill secrecy between these twidigs All theses steps, detailed
in Par{4.p, are realized over the internet using TCP/IPguat by the open sourceU@rypPT
software written by L. Salvail (Aahrus University, Denmpfkd].

3. Parameters of the QKD experiment

The principal goal of our experiment was to bring togetheealistic setup in order to test
practical feasibility of single-photon open air QKD. Exjpeental sessions were done from
the end of August 2003 to the middle of September 2003. Themsywas operated at night
so as to keep the influence of background light (in our cas@mamd public lightning) at
a relatively low level. Our room temperature SPS provedatsvenience and reliability in
these experimental conditions. Note that for consisteeagans, all the data analyzed in
the article were obtained from the emission of a given sihgfecolor center, chosen for its
strong emission rate. Keeping always this same center siftowonsistently investigate the
effect of high attenuation on the quantum transmission icblan

3.1. Emission efficiency of the SPS and assessment of itsissdipian statistics

Preliminary characterization of the SPS quality, perfadnon Alice’s side, consists in
measurements of the emission rate and the reduction in ppilipaof multiphotonic
emissions, compared with an equivalent WCP of same meanemwhphotons per pulse.

For a 0.2 s sequence of transmission and a pulsed excitatiér8 oMHz a total of
8.8 x 10* photons is recorded on Alice’s side. By correcting from theDAefficiency
napp = 0.6, we can thus infer that the overall emission efficiency of gb&arized SPS is
of about~ 2.8%. After polarization encoding in the EOM of transmissibioy = 0.90 and
transmissio ,ptics = 0.94 through the optics of the telescope, the mean number ofipethr
single photon per pulse sent on the quantum channekd).0235.



Experimental open air quantum key distribution with a singhoton source 6

L, 4000 }
O
2
S 3000 N
=)
2 2000- N
3
o [y ® r ]
10001, ./ ~
T T T T T
2400 -200 0 200 400

delay T (ns)

Figure 2. Histogram of time intervals between consecutive poton detection events in
Alice’s correlation setup. Integration time is 175 s. Linesare exponential fits for each
peak, taking into account background level. Radiative liféime given by the fit is 35 ns
and the repetition period is of 188 ns. The strong reduction bcoincidences at zero delay
gives evidence for single photon emission by the excited oolcenter.

Direct evidence for the reduction of multiphotonic emissjarobability comes from
the acquisition of the delays with the Hanbury Brown and $ws&tup on Alice’s side
(figure[}). The photon statistics of the SPS can be quantifieceprecisely from Bob’s
measurements which give the probability distribution @ tlumber of photocounts within the
60 ns timeslots used for time-gated detection. To perforch gwaluation, we have gathered
the data corresponding to more théi x 10% pulses registered by Bob's acquisition card.
For a given detection timeslot probabilities for detectimg and two photons are respectively
Py(1) = 7.6 x 1073 andP4(2) = 2.7 x 10~°. From these numbers, we can infer the amount
of reduction of multiphotonic emission probability withspeect to the photon statistics of an
equivalent WCP@O]. Note that one needs to take into accthntact that each avalanche
photodiode cannot detect more than one photon per timelslet{o their detection deadtime.
From the configuration of the APDs detection scheme on Bab&, she probabilityP;(2)
to detect two photons is only/8 of the probability for Bob to receive two photons, the
probability that two photons arrive on the same APD b&ifig

Reduction factofR of the multiphotonic probability is therefore

R_0 Py(1)%/2 _
8  Ful2)
That result agrees well with the sub-poissonnian redudtotor of6.1 that can be inferred
from the normalized area of figur@a 2, taking into account tBen6 integration time and
the lifetime of the emitterEG]. For security analysis andmerical simulations, a value
of R = 6.7 for the sub-poissonian reduction factor will be taken siitamrresponds to a
direct outcome of the photocounts record.

As it will be discussed in more details in the section conitgrrsecurity models,
information leakage towards potential eavesdropper isctir linked to.S(™) which is the
probability per excitation pulse that a multiphotonic ulsaves on Alice’s side. For the

6.7 . (1)
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equivalent WCP, that parameter is:
Se =1 — (14 p)e " =2.7x 10" @)
whereas for the SPS, that parameter can be evaluated as

m 1 - -
Sépgzﬁpf(uu)e M =41x1075. ©)

3.2. Parameters of Bob’s detection apparatus

Probabilities for recording a photocount on one of Bob’sdgirs within a given timeslot is
Pexp = 7.6 x 1073, Making the reasonable assumption that absorption in the 8pen-air
transmission beam is negligeable and taking into accoent th 0.0235 value, one can infer
an estimate of the efficiency of Bob’s detection apparatugas~ 0.3

Detector dark counts and fake photocounts due to stray $ightesponsible on Bob’s
side for errors in the key exchange process. As it will bewdised in more details below,
these errors contribute to the practical limit of securegraission distance. Particular care
was taken to protect Bob’s APDs from stray light, using shired and spectral filtering.
Nevertheless, due to the broad emission spectrum of NV amloters, benefit of spectral
filtering remains limited and the experiment could not beneth under usual day light
conditions. At night, the measured dark count rates on BélP®s (in experimental
conditions after stopping the SPS beamy,dy,dr,dr) are (60,70, 350, 150)7S.
Considering the ratio of the 60 ns detection timeslots camsgbto the 35 ns radiative lifetime
of the NV color center32% of the SPS photons are falling within the detection gate avhil
only 32% of the dark counts are introduced in the key exchange pro@égsprobability of a
dark count record within a given detection timeslot is thyg, = 3.8 x 107° s~ 1.

3.3. Evaluation of quantum bit error rate

Quantum bit error rate (QBER) is computed by comparing Almed Bob’s data
corresponding to same polarization basis. The errors aee tdutwo experimental
imperfections of the system. First, non ideal polarizagonoding and detection can result in
optically induced errors, which number is proportional atetted signal level. Second, dark
counts of the APDs induce errors within the transmissiomieage, which average number is
independent of the mean number of photon per pulse.

Following the analysis of Refm.4] and accounting for thedficities of our detection
setup on Bob’s side, QBERis given by

Dsignal Pdark
a—"= ik

e = +

4)
Pexp Pexp

where o an adjustable parameter apgl.n,1 iS the probability to detect a signal photon
independently of dark coungsignai is an estimated value, based on a calculation taking into
accounty as well as the value of the attenuation on the quantum chahMedsurements of
QBERZe for different attenuation values of the quantum transroisshannel (i.e. variations
Of Psignal @Ndpexp) are givenin TabIE 1. Measured values 6fpex,, correlate well withpgignai
values, accordingly to Eq[](4). Linear fit givas= 1.3 x 10~2 andpga,i = (35 +6) x 1079,
a result compatible with previous direct estimate. Theseegawill be used in all following
numerical simulations.
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Added attenuation Average size of raw data (bitS) pexp QBER
1 8000 7.6 x107% 1.65%

0.498 4250 4.0x 1073 2.2%

0.25 2100 20x107%  3.2%
0.128 1025 9.8 x 107* 4.15%
0.057 395 38x107%  9.4%

Table 1. Measured experimental parameters as a function of the aaltiuation on the
quantum channel. In order to limit statistical fluctuatiomslues of the QBER and ofpexp
have been computed on samples of at least 3000 bits, obtaynemhcatenation of several raw
data samples.

4. Experimental implementation of “BB84” QKD protocol

4.1. Raw key exchange and sifted data

During a key transmission sequence lasting 0.2 s, Bob detgyroximatively a fraction
NBob X p Of the 1048575 bits initially encoded by Alice. Without angdad attenuation
on the quantum transmission channel, Bob detects on avétigebits, which constitute
the initial raw data exchanged through the physical quantbemnel. Starting from this
shared information, Alice and Bob then extract a key by ergiray classical information
for basis reconciliation. Bob reveals the index of the puilf® which a photocount has
been recorded and publicly announces to which polarizatesis ( — V or L — R) it
belongs. Events corresponding to more than one photodeatid®ob’s APDs are discarded
since they are ambiguous. Note that one should neverthiedgsse an upper bound on the
acceptable number for such events, so that discarding thoe® bt introduce a backdoor
for any eavesdropper. Considering the low number of meltifiotodetection events in our
experiment, such filtering does not introduce any practiogtation in the key distillation
process. Alice then reveals which bits correspond to idahpolarization basis and should
be retained. This process ends up in sifted data, which nuiibg.q ~ 4000 is on average
half the number of Bob’s recorded data.

4.2. Key distillation from sifted data

Sifted data shared by Alice and Bob have imperfect cormtiatsince they are affected by
errors. They are moreover not perfectly secure since arsdeygper may have gained some
information on exchanged bits during the quantum transorissequence.

Starting from those data, complete secrecy is then obtdipedror correction followed
by privacy amplification BQ]. That two-steps procedurejahhallows one to distill a secret
key for the sifted data, is achieved throughoutthe IP ndtwsing the public domain software
QucRYPT[fL8].

QUCRYPT uses the algorithm €scADE for error correction [40]. It implements an
iterative dichotomic splitting of Alice and Bob sifted datsto blocks and compares their
parity in order to spot and correct the errors. This alganiik optimized to correct all the
errors while revealing a minimum number of bits. For a QBERhe Shannon information

fe) = —logye — (1 —e)logy(1 —e) ®)
gives a lower bound on the amount of information that needsetexchanged on the public
channel to correct one error.
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A random subset of % of the data used by QCRYPT is taken to evaluate the QBER
e. With such length of tested data the number of secure bitaeed from the sifted data
fluctuates by less than 5% from one run ol €@RYPT to another. Moreover, for our data
samples of a few thousands of bitsaASCADE corrects errors with a good efficiency. We
indeed checked that the information disclosed to correetamor is onlyl0% greater than
the limit imposed by the Shannon bound.

The total amount of information an eavesdropper may haveeglaon the sifted data is a
crucial parameter for the final privacy amplification stepisithe sum of two contributions:
the information classically disclosed during error coti@t added to the information that
Eve may have gained during the quantum transmission. Ttes feart has to be evaluated
accordingly to security requirement and model.

By setting an upper bound on the QBER in data processingllyRYP T we ensure that
all our QKD sessions are secure against a first class of atiélekset this bound to 12.5%,
which corresponds to the minimum probability for Eve to @aluce an error by performing
measurements on a single pulse without knowing Bob’s measemt basis@l]. However
more efficient attacks can be used. We therefore assessseldinéty of our data in reference
to the approach of N. Litkenhaus, who developed a theateftiamework for the secure
experimental QKD implementations of the “BB84” protoc@ll It has the nice feature
of giving a positive security proof for realistic experintahsystems under the so-called
individual attacks. The calculations are based on the gssomthat Eve’s optimal strategy
is to perform a Photon Number Splitting (PNS) attack on mphlbitonic pulses, allowing her
to finally get all the information carried on those pulses.

Although such strategy might not always be the optimal ¢/, [# becomes the most
efficient eavesdropping scheme on the “BB84” protocol foyrgg transmission losses on the
quantum channel. Note that alternative protocols to thé&®8Borotocol, robust against the
PNS attack, have been recently propo [43] and mightitaiesin efficient way to increase
the span of experimental QKD systems relying on WCPs. Undgr httenuation, such
schemes allow to work with higher (mean number of photons per pulse) since information
carried on two-photon pulses is less vulnerable to eavegilrg. It would be interesting to
compare the performance of SPSs with respect to WCPs indbkis @lthough such analysis
is beyond the scope of the present article.

5. Performance of the QKD setup and resistance to losses

Secure key distribution performance of the QKD system isattarized by the mean amount
of secure information exchanged on each sent pulse. Expptahmeasurements of that
parameter have been performed for different level of logsdhe quantum channel. The
results are compared to numerical simulations based om#igtacal derivation of the number
of secure bits per puls@ after privacy amplification and error correction evaludien the
analysis of Ref. @4] and given by

1 pex - S(m)
G==Pexps —2 = [1-10
2P p{ Pexp g

2
Pexp _ Pexp
1+ 461776@ ey 4 (epiexp — S(m)) ])

+1.1 [logy e 4+ (1 — e) log,(1 — €)] } (6)

Theoretical curves giving' versus attenuation on the quantum transmission channel are
displayed on figur{| 3, together with experimental pointgegponding either to our SPS
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Figure 3. Simulation and experimental data for the number ofexchanged secure bits
per time slot, versus attenuation in the quantum channel. Sal-line red curve and wide-
dashed blue curve correspond respectively to numerical siolations of equation @/) for
SPS and WCP, using experimental parameters given in sectigf$). The narrow-dashed
curve is obtained by optimizing G with respect to 1 in equation (§). It corresponds to the
limit of WCP performance under our experimental conditions and security model.

or to an equivalent WCP. Measured experimental rates qunesto data samples large
enough to ensure a statistical accuracy better théf They are in good agreement with
theoretical curves showing that experimental parametave heen correctly assessed and
that data samples are large enough for efficient error ciiorec

In the absence of attenuation, an averag#20f secure bits can be exchanged within the
0.2 s transmission sequence. It correspondd tokdoits/s rate, twice larger than the one of the
first experimental realizatiof [[L5]. As it can be seen on fidgirreduction of the proportion
of multiphotonic pulses gives a significant advantage ofaystem over WCP, in the strong
attenuation regime. Since our setup is affected by relstivigh level of dark count§ and
since we have adopted a restrictive security model, ouesysannot work under attenuation
stronger than 13 dB. It however allows us to directly cheaktlfi@ influence of the photon
statistics on the experimental QKD system.

A first comparison consists in keeping a constant valug ef 0.0235 and calculating
the effect of either sub-poissonian or poissonian stesisin the size of the final key. This
directly relates to the comparison of the “SPS” and “WCP’vesron figur6[|3. When the
system is operated with WCP, one can try to optindizever for different attenuation values.
However, even with this strategy (cf figLﬂe 3) it clearly aprsethat our SPS overcomes WCP
operated in same experimental conditions, as soon as atienueaches 9 dB. In all cases the
maximum distance at which secure key distribution can beagieed is increased by more
than 2 dB.

§ There are several reasons for that. The main one is inhereéhé long emission liftetime of our SPS, forcing us
to use long (here 60 ns) detection window. There are two atesmons that coud be subject to improvement : we are
using a passive determination of the detection basis on Blebwhich increases dark counts by a factor of two, and
two of our Si APDs have dark count rate higher than the comnadurevof70 Hz.
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6. Conclusion

In this paper we have demonstrated a free space QKD setup thsn“BB84” protocol.
The system is based on a stable, simple, and reliable puisgt: photon source (SPS).
The open air experimental conditions in which it was opetaie reasonably close to those
for practical application. They might be extended to kildrizedistances using previously
established techniqulO]. Advantages of SPS over dgniwaeak coherent pulses (WCP)
have been experimentally assessed for increasing propadadses. The results demonstrate
quantitatively that QKD with SPS outperforms QKD with WCHyen transmission losses
exceed 10 dB.

There clearly remains much room for improvement. For insat$PS sources using
quantum dots[[37] 24, P9,]30] are able to emit much shorteseguiith much narrower
bandwidths than diamond NV color centers. Those propeatiesndeeed very favorable
for efficient QKD but presently require a cryogenic (liquié)}Henvironment. This constraint
makes quantum-dot-based QKD much less suitable for outalgplications than our SPS.
Avenues might be found either by developing semiconduatantum dots operating at higher
temperature (e.g. with II-VI semiconductors), or by findother color centers with improved
performances. New improvement can also be foreseen on dhecpt side [4B], where both
SPS and non-SPS sources deserve to be examined.

Presently, neither color-center- nor quantum-dot-bas$&s &an operate at the telecom
wavelength range around 1550 nm. Their main applicatioargitieir emission wavelength is
free-space QKD, especially QKD from satelliﬂe [9]. Compeadts and reliability then become
major issues. Development of nanofabrication technighesild allow the realization of
compact sources based on diamond nanocrystals. In any@K&esystems have in recent
years overcome many difficulties initially considered imsauntable. It is promising that
such progress will continue in the near future.
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